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COMGUArD Obelhani protivnika jako lety provéfena strategie
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»Za valky je pravda natolik drahocenna, Ze ji musi vzdy doprovazet télesna straz 1zi."

-Winston Churchill

«  Operace Bodyguard
- Spojenecka kampan klamu zacilena na manipulaci strategie Némecka
- Zajistila uspéch invaze na Sicilii a vylodéni v Normandii

The corpse of Glyndwr =2

ghe pa;hcs)lqlg;its)t =l h = Michael, dressed as Martin, B et - ARSIV
ernard spiisbury, who just prior to placement in the & ; &
ascistid with the Gparafion 5ol ke A dummy Sherman tank Dummy landing craft
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Cm(n?mt GUAWf D Techniky klamu v kybernetickém prostoru

- Utoénik
«  Social engineering
- Phishingové kampané
- Kradeze identit
«  Obfuskace aktivit
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- Utoénik
«  Social engineering
- Phishingové kampané
- Kradeze identit
«  Obfuskace aktivit

- Obrance
*  Honeypots
- Tarpits
Beacons
*  Traps
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L]
Cyber Deception Systems Market Spotlight

NETWORKS.

« Globalni leader na poli Deception Technologies -
- Inovator v oblasti detekce post-breach aktivit
 Nejrozsahlejsi Deception Technology vendor na trhu
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- Siroka skala partnerskych integraci pro orchestraci reakci e B

© Cyber Source Dita Wellington Research July 2019

- Desitky ocenéni nezavislych agentur st preepten e Compe
* Pokryti 50% Fortune 100 companies i

Supported Deception Types
Network IT Decoys

Network Device Decoys

Endpoint Lures

Other Deception Types
Deployment Management
Capabilities

Traffic Delivery to Decoys

Lure Deployment Machinery
Environment Leamning Capabilities

[s] F C

Enterprise Management Features
Threat Detection and Response

Decoy Data Gathering
Additional Data Gathering

Containment Actions Capabiliies
ER SE{ u HI'“ Exporting Attack Data Capabilities

Deception Credibility and Authentici

H H
!High nMsdiun'. 1 Low | O | None

HONORING THE BESTIN U CYBERSECURITY
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Priebeh Utoku a metody

Aktivity Otocnika vnotri siete

— I
Lber Prvotnd Lber internych Akcie na . :
informdcii kompromitdcia infromdacii cieloch Misia hotova
* Phishing * Prieskum siete « Kraddez dat
 Zero-day exploit » Ulozené « /niCenie dat

« Zranitelné systémy prinlasovacie udaje
- Ukradnuté Udaje  Man-in-the-Middle

« End-point/BYOD  Prieskum Acftive
_ _ Directory
 Stiahnutie malware

s Ransomware
« Sabotdz systému

www.comguard.cz



C0mGUAfD

llllllllllllllllllll

Premyslaj ako utocnik, nasledne aplikuj deception

Prihlasovacie udaje v pamati

M Prepojenia na dal
IZJE = P\@

dokumentom
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Endpoint Detection Net
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Honeypoty VS Deception

Honeypoty Technoloégia Deception

Mald interakcia Automaticka IR

Jednoducha sprava

Imitacia prostredia

] . D icky ki
Mimo skutoénu siet ‘ ynamicky Klam

Realny OS, Sluzby

Siet, Prihl. udaje

Priamo v sieti

BOTa a Brute Force utoky e Navrhnuté pre — e— Skutocného utocnika
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Architektura siete s nasadenou Deception

&

Danger
Zone
]
Malicious Actor

Insider
3rd Party

JEN

Cloud and Remote Networks

* Operating System
« Network Services

« Active Directory
« Application and Data

Data Center

User Network

Active Directory

Deception Objects Specialized

SCADA/ loT/ POS
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Autenticita Attivo platformy

UZIVATELSKE DATA

e Credential lures
e SMB shares lures

*  Memory credentials

» Active connections * Application credentials

APLIKACIE | PLNE KONFIGUROVATELNE

%,

A  FTP/SFTP + SSH * Telnet * Apache * Mongo DB, * Modbus « Common * MQTT » Digital
« HTTP/HTTPS + SMTP - RDP - Tomcat ES, Redis - BACnet Industrial - CoAP Imaging &
- Print - SWIFT - GIT - Jboss * WinRM - Siemens (Pc“l’g))co' - XMPP comms In
. SMB Messaging - mDNS .« SVN/CVS * AD S7comm » Health (DICOM)
« NBNS + SNMP « MySQL « VPN « MSSQL * IPMI Level-7

OPERACNE SYSTEMY

2008 2016 ®) 12048 later &g,
2012 b “
ubuntu CentOS

@ PLATFORMY
L mM Microsoft  s=a oracLe HM vicosoft
f: Serglseregeg Wl Azure b OpenStaCkm ~ cLoup . Hylg'ri?i'o

* Browser credentials, history, shortcuts

ICS/SCADA loT/IoE

& rednat °°

* Vulnerable data in SMB Shares
* PC, Mac, Linux deceptive credentials

Ciscol0S”

SOFTWARE

Appliance

Google

Cloud Platform

vmware
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ADSecure

Ochrana pred utokom na Active Directory

STOLEN DECOY
CREDENTIALS

n
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AL

ATTIVO DECEPTION
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ALERTS

"n

I W, D Wi,
\., ..,

QUERY AD FOR ADSECURE PRESENTS
REAL ACCOUNTS DECOY CREDS

REAL AD
ACTIVE DIRECTORY QUERY RESULTS

PRODUCTION ASSETS

L]

PROTECTED

i
(((

* Podporuje zname AD objekty (admins, service accounts, critical computers, net sessions)
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Netsess.exe

Odkial’ st doménovy admini prihlaseni? ]

Falosni uzivatelia

B Command Prompt - O

B8 Command Prompt

:\Users\sedemo.SEDEMO\Documents'\Wools>NetSess.exe sedemo.local
etSess V@2.68.88cpp Joe Richardl (joe@joeware.net) January 2004

Enumerating Host: sedemo.local

lient User N Time Idle Time
\\\\1e.10.17.24 gandalf-adm 900:02:27 ©00:02:16
\\\\16.16.15.26 samwise-adm @e0:982:27 @ee0:82:11
W\\1e.1e.17.1@ sedemo @ee:e0:08 ©000:00:00
WA\\18.18.16.280 Zelda.Ramos @00:82:26 000:082:11
WA\\1e.18.16.22 cypher @00:82:26 000:082:11
W\\1e.18.15.28 hansolo @00:82:27 ©00:02:16
Total of tries enumerated
IC:\Users\se .SEDEMO\Documents\Tools>

Decoy systémy

« Uto¢nik pouZije Nesess pre zistenie, odkial st prihlaseni doménovi administratori
e ADSecure ukryje realné Netsess a nahradi ich faloSnymi uzivate/mi a decoy systémami
* ADSecure presmeruje utocnika do existujicej decoy infrastruktiry
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Attivo Networks: Integracie s nativnymi partnermi

Respond: Network Blocking Investigate: Analysis & Hunting Respond: Endpoint Quarantine

CJ Check Point ~ *!lttl1:
EaL SOFTWARE TECHNOLOGIES LTD. c I S c o .
Fo:RTINET  JUNIPEr
palo
U networks. _BROADCOM.

Endpoint Distribution

“W. crowpsTrikE* ] MCAfee
Endpoint management
€ TANIUM

solutions (ECM, WMI,
Integrations to Attivo API

Casper, etc.)
Digital Defense Quantea

by HelpSystems

{)FIREeYe"  <)FORESCOUT

Radar :¥LOgRhythmr

NIIr
e P CIScoO.

. CROWDSTRIKE &) ~IREESY T
<) FORESCOUT I::l

GOSECURE

POWERED BY COUNTERTACK

U McAfee MICRO
seversingLAes — splunk >
€ TANIUM A ThreatConnect

WEBROOT

an opentext- company

Z VirusTotal

Orchestration

U McAfee ([ SentinelOne
CTanum  TTC

Cloud Monitoring

box & Google Drive

) office365  salesforce

Redirection

Ticketing

servicenow

*XSOAR (3 IBM Security
splunk> ¢ SWIMLANE

phantom

U McAfee
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Dekujeme za pozornost!

Lukas Babcicky | lukas.babcicky@comguard.cz
Ondrej Malik | ondrej.malik@comguard.cz




