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Implement Ekran System
to protect your environment from the inside out
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Jak si stoji Vase servery?
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Co je EKRAN?

ACCESS ACTIVITY
MANAGEMENT MONITORING

g
EKRAN.

INCIDENT
DETECTION AND INCIDENT
INVESTIGATION RESPONSE
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Co je EKRAN?

Identity Management

* Dvoufaktorova autentizace

(credentials + mobile device)

® Sekundarni autentizace pro

sdilené Gcty

Access Management

Jednorazova hesla

Password Management

(RDP a SSH)

Manualni schvalovani pristupl

Integrace na ticketovaci

systém

USB management

www.comguard.cz

Activity Control and Audit

Session recording vcetné

indexace

Pokrocilé vyhledavani a
reporting

Alerting

Manualni a automatické

reakce na incidenty
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Komu je EKRAN urcen?

1. Vyuzivate outsourcing?

Mate na serverech citliva data?

Vite co se déje na Vasich serverech?

Zkouseli jste nékdy z logll vycist co se na serveru stalo?

Vlyzaduje zakon nebo Vase interni smernice monitoring aktivit na serverech?

Vyuzivaji Vasi administratori sdilené ucty?

N o U oA WD

Pristupuji administratori naprimo k systémd{m?

www.comguard.cz
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39.05146155 EREXPLOREE 108 BAlWrefde  Ciliseri510269A000ntalLocalMicroscktWindows!Temporary lntermet Files/Content IE5TILKI20TubScrof2 in ss Offset 12.952.L
3005146200 BREXPLOREE 108 la C Wseryi3 18269 AcpDate/ LocalMcrosciWindows| Temporary Internet Files'Content IESTILKIZG TWwhScref2] i 55 Offset 13,706, L
3005140383 SREXPLOREE . 108 Shviaedy © Weers815209AcpDaty LocatMicroscltWindows Temporary Inteemet Files\Content IESTILKIZOTWwhScrof2l s~ SUCCESS Offset 14.720.L
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3905146044 EMEXPLOREE 108 BWeaeFde  Cllisen mmwwwmrmmrmwmm B  SUCCESS Offset 18.287.L
39.05147061. $REXPLOREE . 108 SWraeFde C Lisersi3 TE269 AppDatalL ocatMacrosckWindows! Temparary Intsrmet Files Content IEST TuhScro@2ls  SUCCESS Offset 18.978.L
3005147156 EREXPLOREE 108 BWrtefde  C'lsersiS1526McoDnta/'LocalMicroscltWindows!Temporary internet Files\Content IESTJLI2GTwuhScrof2l s SUCCESS Offset 20,002.L
3005147304 EREXPLOREE. 108 BWeaeide  C'lsersiS13269 N\\» Local McrosckWindows'Temporary internet Files STIUUGTuhScro@2ls  SUCCESS Oftset 20.563.L
3005147535 BREXPLOREE . 108 BhOuenBascint Cilsersi3 13269 A00DatN 0calMicrosclMindows\ Temparary Intemet Files IESTIKI2GTWNScrols  SUCCESS CreatonTume: 1/
3905147602 EREXPLOREE . 108. BACioseFde  CiisersiS1826900000LoN (M .n.w.ncm\r porary inteenet Fi IESTAKI2GTwhScro2]js  SUCCESS
3905148304 $MEXPLOREE. 108. BiCreastefide  Cillsersi813269AcoDat/LocalMicroso AT P lesiContent IESCA0BADuSrg]js  SUCCESS Desired Access
3905 149261 EMEXPLOREE . 108 BhOuerNetwor  C'lisersi8 13269400 Datalocal erdae Mndmlfemmly ot FilesContent IESCODO08ADuhScreq]is  SUCCESS CreationTime: 1/
:30.05149322 EREXPLOREE. 108 SCioseFde  Cillsersi318269AppDatslLocalMicro .\\.. Te oflntemet FilesiContent IESCGZI0BADuhScreqllis  SUCCESS
3005140690 EMEXPLOREE 108 Blrestefde  Cilisers¥815269 000ty Locs! McrosoltVindegs T ot Internet FilesiContent IESCODI0BADWAScre s SUCCESS Desired Access.
3005150084 BREXPLOREE. 108 PhOuendardut  Cillsersis 18269 Aco0ataLocalMcrosch! Somdgginos Internet Files Content IESCGDORADMSersl]s  SUCCESS Atrbutes: ANCL
3905150152 EREXPLOREE 108 BhSeDuposto  CiliserniS 18269 Ac000ty Local Microsck] TeMorary Internet Files Content IESCGD0RADAScrgqTlie  SUCCESS Delete: True
2905150219 EREXPLOREE 102 BCioseFie cmﬁrmwww y Internet Files'Content IESCGRI0RADuMSere]js  SUCCESS
1905151055 EMEXPLOREE 108, Blrestefie  Cillsersi812269AppDatalocalMicro o Digenet FilesiContent IESTILKI2GTuhScrp@2lis  SUCCESS Desired Access
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3905175817 EMEXPLOREE 108 ERRegOuenkey HIAM SUCCESS Gueey HandleT
3005175008 EREXPLOREE 108 EXRegOpenikiey HXLMSclwarelVis SUCCESS Desued Aecess
3005176045 BHEXPLOREE 108 MXRegSetafoley HIUMSOFTWAA SUCCESS KeySetinfomat
1005176085 ENEXPLOREE 108 RegOuerey WU 7 SUCCESS Gueey HandleT
3905176145 BREXPLOREE . 108. RegOpenkey HXCLEohwareMicrosoh ExplocaManiF eatureCortot SUCCESS Deswred Access
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SUCCESS
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Architektura EKRAN EKRAN.

Ekran System Clients
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Architektura EKRAN 2

A == cimix €

Ekran System Server Client
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Architektura EKRAN - multitenant EKRAN.

>
COMPANY 1

MULTI
DEI
Nove Ekran umoznuje nakup jejich
technologii formou sluzby! J
= ® X
12 12 1%
I s
Multi-tenant mode Integration with SIEM and Centralized update of Eystem self—monitorin;
dashboard

endpoint Clients

ticketing systems

Ekran System | CUNMFANY N...

Database
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Hlavni prinosy

Zaznam aktivity admind

Video a presna metadata

PAM + Password Management

PokrocCily Reporting a alerting

Sdilené Ucty jiz nejsou problém

www.comguard.cz

Integrace na ticket system

Integrace na SIEM

USB management

Soulad se standardy a predpisy

Systém se sam zaplati




a Web Management Tool

“— (i & ekran.cgictlocal/EkranSysterr

, €™ Ekran System® ekran.cgictlocal Built-in default tenant CGICT\CG4

Enterprise Edition v. 6.25.186.0

h Home

EKRAN SYSTEM MANAGEMENT TOOL | v Update&support period end date:05/10/2023
Monitoring Results
ADD DASHBOARD ~
Forensic Export History S — £t )l ~ Storage Usage £ %
Reports Database Binary Data
Interactive Monitoring n

90.63 GB

" Health Monitoring

109.06 GB —_m
' 28

Il Online | Offline Lost

INSTALL MORE CLIENTS

Password Management

Client Management [l Total used space Free space Il Total used space Free space

User Management
w Licenses Dashboard

Access Management 0 not licensed Clients

Alert Management ‘.

User Behavior Analysis

-
o B @ D B e n

B Used B Used B Used B Used
Kernel-Level USB monitoring W Free W Free W Free W Free
Workstation Licenses Terminal Server Licenses Infrastructure Server Licenses Linux/UNIX Server Licenses

Serial Key Management

ASSIGN LICENSES TO CLIENTS
Configuration
Management Tool Log * Sessions out of Work Hours £ X) M ~ Recent Alerts & ®
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Dekuji za pozornost

martin.votava@comguard.cz
+420 734 442 468
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