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InsightIDR — SIEM nebo XDR?
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Security information and event
management (SIEM) technology supports
threat detection, compliance and security

incident management through the
collection and analysis (both near real

time and historical) of security events, as
well as a wide variety of other event and
contextual data sources.

Gartner
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“Extended Detection and Response
(XDR) is “a SaaS-based, vendor-
specific, security threat detection
and incident response tool that
natively integrates multiple security

products into a cohesive security
operations system that unifies all
licensed components.”

Gartner
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Hlstorle InsightIDR
2013 — Rapid7 odstartoval vyvoj InsightIDR

« 2015 — Produkt uveden na trh
« 2017 — Poprvé v GARTNER jako SIEM

e 2018 — CTO Palo Alto Networks poprvée pouzil
vyraz XDR

https://www.rap om/blog/post/2021/11/09/insightidr-was-xdr-before-xdr-was-even-a-thing-an-origin-story/
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www.comguard.cz
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InsightIDR:

e  Bézi v cloudu s garantovanou dostupnosti a podporou.

- Sbira logy z rlznych technologii a dale je zpracovava a uchovava.

- Ma endpoint agenta sbirajiciho informace, ktery umoznuje provadet reakce.
- Lze nasadit a nakonfigurovat béhem nékolika dnd.

e  VSe probiha pres webovém rozhrani.

- Jeho cilem je rychlé vysetrovani incidentii a reakce na né

www.comguard.cz
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Komponenty
 User Behavior Analytics * Visual Investigation Timeline
 Attacker Behavior Analytics . Deception Technology
 Endpoint Detection and e Fi i itori
Visibility File Integrity Monitoring (FIM)

- Network Traffic Analysis sRAUtomation

- Centralized Log Management - Custom parsing rules

www.comguard.cz
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Insight Agent

« One Agent to Rule Them All (Jeden Agent vladne vsem)
«  Produktlim na platformé Insight

[ JEERXIITE -
= O een -
Rapid7 Insight Platform
InsightVM InsightiDR InsightOps
Vulnerability Management UBA-Powered SIEM Log Management

www.comguard.cz
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Insight Agent

« Local user activity

« Windows logon activity

- Event log tampering

* Process hash identification

* Process commonality analysis
* Process malware analysis
 File integrity monitoring

www.comguard.cz
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InsightiDR Architecture
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InsightIDR:

It was XDR before XDR was
even a thing

www.comguard.cz
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Ukazka z Kompetencniho centra COMGUARD
InsighIDR — Investigace incidentu
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Dalsi funkcionality

Insight Network Sensor
Sitova sonda od Rapid7

Insight Orchestrator

Moznost definice workflow pri detekci hrozby
Definice automatizovanych akci

Honeypots, Honey users, Honey files
Predpripravené balicky

Moznost napojeni na SOAR — InsightConnect

www.comguard.cz
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Déekuji za pozornost

jakub.mazal@comguard.cz
+420 777 366 338
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