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Kratké zamysleni...

2017 2019 2020 2021 2022
Corona forces Hundreds of thousands
- . o EU and several
millions to work from home: companies are switching overnments
* VPN Booster from Exchange to M365 &

warn against using

* RDP Madness
Kaspersky




Vliv Malware na provoz organizaci

61% 37% 54%

Cyberattacks Attacks too

) Organizations hit
increase over & advanced for IT
by ransomware

last year team alone
Malware writers Active adversaries
Individual gangs Specialist attack services

SOPHOS Source: The State of the IT Security Team 2021, Sophos; The State of Ransomware 2021, Sophos
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Jak se proti tomu branit?

SOPHOS



Adaptive Cybersecurity Ecosystem

Managed Services Self Managed
M Sophos MDR @ Sophos Central
H Sophos Rapid Response ﬁ Sophos XDR

Sophos Endpoint Sophos Firewall = Firewall

Sophos Server Protection Sophos Switch BE==  switch Sophos Cloud Native Security Identity

Sophos Cloud H Sophos Email Cloud

Sophos Mobile Sophos Zero Trust Network Workload Protection

Network
Sophos Wireless —] Sophos Cloud Series Firewall n Sophos Phish Threat Security

Sophos Encryption

SOAR

Endpoint Security Network Security Cloud Security Email Security

Open APIs

Threat Intel

SIEM

suonesbaju| Aued payl

Threat Intelligence
ITSM

- - RMM / RMM
Artificial Intelligence Sophos Labs Security Operations

Data Lake

SOPHOS 7



Kde zacit?
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Endpoint Detection and Response (EDR)

Clous

SOPHOS



Sophos XDR: A True Cybersecurity Ecosystem

m H Cloud el Encryption m M
Email Mobile

Sophos Central
SOPHOS | f SOPHOS “
FIREWALL . ENDPOINT
XG Firewall ._-- %

= _ “InterceptX

Sophos Labs "o

Artificial Intelligence

- DATALAKE -
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SOPHOS
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necnostnim analyti
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setri cas, usi

ze na nekolik, vice

investigaci—coz poma
| a penize.

Nejlepsi investigace je ta, kterou
nemusite vubec provadet.

Pokrocilé moznosti prevence umoznuji

KUm se soustredit
relevantnich

na organizacim



Optimize Prevention. Minimize Time to Detect and Respond

O Prevention <o+ Reducedattacksurface, 99.98% of threats blocked
comprehensive run-time
N prevention
Detect Fewer, more accurate detections MTTD < 1 min
'_—</C>>\ Investigate . Enriched investigations MTTl = 25 minS

Superior outcomes
(better protection, reduced risk, lower TCO)

SOPHOS Source: AV-Test 2021 average score; Sophos Managed Threat Response current performance metrics
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Detection: Vice presné, vice cilené

Al-prioritized risk score pro lepsi
prehled analytikU

Ucelené informace pro rychlou
orientaci a pochopeni

Moznost zacCit s detekcemi na
urovni Endpointt a propojeni se
zbytkem Ecosystemu:

Endpoints, server, firewall, email,
cloud, mobile, Office 365, as you
start an investigation

SOPHOS

SOPHOS Threat Analysis Center - Detections
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Q_ Cloud Optix Search
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Investigation: Komplexni a prehledné

Umoznuje investigovani probihajicich
utoku

Kombinuje rizné Detekce do konkrétni
Investigace

Investigace mUzou bit pridéleny
konkrétnimu analytikovi

Je doporuceno ridit se OODA-Loop béhem
investigace

Zakladni platforma pro Sophos MDR

SOPHOS 14



SIEM vs. XDR

Hledat jehlu v kupce sena vs. Hledat jehlu v
jehelnicku

Shoda / Dukaz

Pojisteni proti CyberSec incidentu
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Napojeni produktt 3t stran?

Potreba pro shodu - narizeni

SOPHOS



24/7 Security Operations

* Threat Hunting

* Incident Response

* Proactive Security
Improvement

SOPHOS



Sophos Managed Detection and Response

10.000+
zakazniku



Sophos MDR Data Collection and Architecture

Windows Programs and Applications

Failed Logins

Account Deleted

Select Windows Event Logs
Account Lockout

Scheduled
Task Created

Windows Services

Windows Pending and Installed Patches

Chrome
Firefox } Browser Add-ons
Internet Explorer

User Accounts
Running Processes
Open Sockets
IP/URL Connections

File Events

SOPHOS

MDR

Detections

Searches

¥
/

Investigations

Threat Hunts

Incident Response

Intercept X Advanced Z{

XG Firewall

Cloud Optix

NG

SAV Events

MTD Events

Exploit/ Ransomware

ML Events

SAU/DLP/AppC/De
vC Events

ATP Events

IPS Events

Anomaly Events

Amazon GuardDuty
Events
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Response Modes

Moznost vybrat nejlepsi model spoluprace s
MDR teamem

Notify Collaborate Authorize
We notify you about the detection and We work with your internal team or We handle containment and
provide detail to help you in external point(s) of contact to neutralization actions and will
prioritization and response respond to the detection inform you of the action(s) taken

SOPHOS 19



MDR Reportovani & Informace

Sophos Managed Threat Response Sophos S

Automatické reporty

v

MéSiéne Broadcasted email
Tydne

[ Security Advisory ] Critical Vulnerabilities in Spring Framewark for Java

Detections This W

MDR Team zasila specialni upozorneéni a
informace v pripadé special udalosti
Log4Shell | i S35t e 11 a1 S A S 1
ProxyLogon )
ProxyShell el e —— e

L]

9 is added to your IPS policy
)

ion belo!

// What Sophos MTR (Managed Threat Response) is doing

Our team is actively hunting for abuse of these vulnerabilities across all our customers and will continue to fine tune our methods of
investigation as further information is released.

MTR is developing detections s| ific to this threat. Detection capabilities for the range of post-exploit activity typically observed after
successful exploitation of this class of vulnerahility are already in place

SOPHOS
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