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Jak mit IT aktivity pod kontrolou? Nespoleheijte
pouze na duveru.

EKRAN

Martin Votava | Sales Director
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Co je EKRAN?

ACCESS ACTIVITY
MANAGEMENT MONITORING

g
EKRAN.

INCIDENT
DETECTION AND INCIDENT
INVESTIGATION RESPONSE
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Co je EKRAN?

Identity Management

* Dvoufaktorova autentizace

(credentials + mobile device)

® Sekundarni autentizace pro

sdilené Gcty

Access Management

Jednorazova hesla

Password Management

(RDP a SSH)

Manualni schvalovani pristupl

Integrace na ticketovaci

systém

USB management

www.comguard.cz

Activity Control and Audit

Session recording vcetné

indexace

Pokrocilé vyhledavani a
reporting

Alerting

Manualni a automatické

reakce na incidenty
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EKRAN Systém v kostce

Jiz EKRAN znaji

ANALYSTS

Value Adde rtne NCLUDED IN 2021 KUPPINGERCOLE LEADERSHIP
ccccc ss opo AM

Gartner NISI'

Included in the Gartner 2022 Market Guide
for Insider Risk Management Solutions ed in NIST Special Public

VISA @ g&P

=l Mlcrosoft Azure Kuppmgercme

Deloitte.
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Agenda EKRAN.
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1. Komu technologie urcena? bt
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2. Hlavni prinosy T ‘_u

3. Architektura 5 ‘ A AR

4. 7iva ukazka ‘p -
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Implement Ekran System
to protect your environment from the inside out
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Jak si stoji Vase servery?
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Komu je EKRAN urcen?

1. Vyuzivate outsourcing?

Mate na serverech citliva data?

Vite co se déje na Vasich serverech?

Zkouseli jste nékdy z logll vycist co se na serveru stalo?

Vlyzaduje zakon nebo Vase interni smernice monitoring aktivit na serverech?

Vyuzivaji Vasi administratori sdilené ucty?

N o U oA WD

Pristupuji administratori naprimo k systémd{m?

www.comguard.cz
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Co EKRAN umi a jaka rizika pokryva?

01 Audit uzivatelskych akci Detekce a reakce na podezrelou 05
s citlivymi daty aktivitu

Dohled nad uzivateli napric =~ @ 9), Management privilegovanych
O 2 I infrastrukturou ac ?‘.\ pristupl O 6

03 Dosazeni shody s hlavnimi % Alerty na zakladé 07
standardy, zakony a regulacemi € predkonfigurovanych pravidel

&) Automatické zasilani
04 Zasilani automatickych reportt AT bezpecnostnich upozornéni na 08
zameéstnance

www.comguard.cz
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Hlavni prinosy

Zaznam aktivity admind

Video a presna metadata

PAM + Password Management

PokrocCily Reporting a alerting

Sdilené Ucty jiz nejsou problém

www.comguard.cz

Integrace na ticket system

Integrace na SIEM

USB management

Soulad se standardy a predpisy

Systém se sam zaplati
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Architektura EKRAN EKRAN.

Ekran System Clients

Internet
Access
Windows
Desktop
’ mac0S
' Desktop
Ekran System Ekran System
1r1|anlagement Eemmmmmms Firewall Server
oL @ Windows
Server
| ®
@
I 1 | -
htips -
—
| ® oo Linux
— @ Server
- Ekran System —
[ ] Database ®
Local — ,& o
Access - :
S EEEE—
® o Citrix
- Server
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-
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Architektura EKRAN EKRAN.

H B @ <

|

P | R |
O sooe Jump 7 access corporate desktops
A Server //
—————— -5 “esse - ————— . - — (optionally: no additional
______ > o o5 ST T S Remote Clients: o monitoring agents installed)
o * MSTSC N 4
Remote Users: == v * PUTTY s,  access corporate servers
—_— i * SQL Server ot Rl sy pa e |
e i Ekran System Management Studio - 1 1
* third-party service providers Server Client (O '''''''''' (o .......... (o ----------
* third-party support engineers

A == cimix €

Ekran System Server Client

Ekran System
Management Server
(with data storages)
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Architektura EKRAN - multitenant EKRAN.

>
COMPANY 1

MULTI
DEI
Nove Ekran umoznuje nakup jejich
technologii formou sluzby! J
= ® X
12 12 1%
I s
Multi-tenant mode Integration with SIEM and Centralized update of Eystem self—monitorin;
dashboard

endpoint Clients

ticketing systems

Ekran System | CUNMFANY N...

Database
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Proc zvolit pravé EKRAN?

@ Rychlost nasazeni Nizké celkové naklady na vlastnictvi

Jednoduchy softwarovy agent a vysoce
optimalizované formaty pro ukladani
dat

Kontrola uzivatelskych rizik pod jednou
platformou

Plna podpora desktopovych a Kratka doba odezvy na incident diky
serverovych OS vizualné strukturované stopé

Enterprise-ready, dostupny ale i pro Detekce kompromitovanych G¢td na
mensi a stfedni spolecnosti zakladé Al
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Dekuji za pozornost

martin.votava@comguard.cz
+420 734 442 468
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