


Nejslabsi clanek bezpecnosti
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Barracuda

Fmail Protection

Flexibilni spotfeba a nasazeni

Zpracovani email(

Spam, Malware,
Phishing, BEC

M-SOAR, Incident
Response

Ochrana dat Povédomi uzivatel(

a compliance

Backup
Archiving Security Awareness
Data Classification Testing & Training
DLP

Ochrana pfistupu

Account Takeover
Protection
Zero Trust Access

Nejlepsi strojové uceni ve své tridé
Zdokonalena Threat Intelligence sluzba

Unifikované integrace




13 druht emailovych hrozeb

Spam Data Scamming Domain Extortion Conversation Account
Exfiltration Impersonation Hijacking Takecwver

Malware URL Phishing Spear Brand Business Email | Lateral
Impersonation Compromise Phishing
>90% of Email Attacks <10% of Email Attacks

75% of orgs were victim of a
successful email attack | |

50% of org were victims of a successful sophisticated phishing attack




Nativni zabezpeceni nechava organizace
zranitelné

Spam Data Scamming Domain Extortion Conversation Account
Exfiltration Impersonation Hijacking Takeowver

Less complex Protected Still Vulnerable More complex

Malware URL Phishing Spear Brand Business Email Lateral
Phishing Impersonation Compromise Phishing



STEP 1:
Phishing email
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STEP 7:
Create firewall rules

STEP 2:
Account
Takeover (ATO)
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STEP 8:
Create registry key
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STEP 3:
Lateral
Movement
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STEP 9:
Extract data

STEP 4:
Infrastructure
Access
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STEP 10:

Send data
to CnC
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Disabling
Alerts

STEP 11:
Encrypt systems

Ransomware je stale nejrozsirenejsi hrozbou
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Elevated privileges
to admin

STEP 12:
Demand ransom



Al'meni pravidla hry




Al meni pravidla hry

You

terém 2 pozice CEO 260538 Gletni k urgentni platbé fakiury,

Piprav mi prosim emad

1 Zde je vzorovy email, kKlery modes poulit

Predmét: Urgentni platba faktury &

Dobry der

Jsem CED spo v spoletnosti] a rad bych potadal o wgentry platbu faktury €. |

pfevadte Casthu [€ oat [Eislo UStu] do [datum spiatnosti]

chie Xpvacovan

vem, [TVE JMENO] CEO, IN/ 1] Kontakt: [telefonrs Eislo nebo ermall]

Pary 2¢ je diledité pfzplsoyt tanto emal konkrétni situact 8 udajom tykajicim se faktury, spo

udainl. Pokud potfebujes daldi indormace, nevahej ae zeptat!

Larn more . t [

jo faktury), Prosim

& SVermy 2amesinanci

Vany viorovy ernas

Samaozieimd, rid upravim erma

Predmét: Urgentnl platba faktury & o taktury)

Dobry den [iméno 2améstnance|

Rad bych 18 poZacal o urgentni platbu faktury €. [Cislo faktury]. Prosem, pfevedts Gastku iEastka) na udet [Sisio

1Cu] do [datum splatnost

e Zprscovan

Désufi 2a 1

NAZEV SPOLECNOSTI Kontake: [telefonrs o Nebo emal

ravem, [TVE JMENO) CE

L& A potfeb s oSt Pokud mad dalsi dotazy, nevahe|




Rozpoznavani QR kod utoku pomoci ML

Microsoft 2FA Policy




Pres 40 % Utoku, které zachytime*, Microsoft pusti dal

Druhy Utoku, které jsme analyzovali:
 Phishing, Conversation Hijacking, Business Email Compromise.

Vyssi plany M356 neprinasi ocekavany rozdil:
» E5/E3/E1 zachyti méne hrozeb, nez Barracuda.

* Barracuda Impersonation Protection vs. Microsoft



Machine Learning: nejlepsi odpoved na cilené
hrozby
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Emailova bezpecnost — dva druhy prevence
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Obrana na bazi pravidel zaostava za Al/ML

RULES

Pravidla =
zjednodusene,
neefektivni,
narocne na praci
administratora.
Al/ML = robustni,
efektivni, bez prace
administratora.



Presveédcte se sami

Barracuda

Email Threat Scanner”

16,000

Organizations already run the scan

|dentifikace mezer v zabezpeceni e-mailu.
Zjistete hodnotu produktt Barracuda.

Vyhledavani hrozeb ve schrankéach Microsoft 365. 18M 12M
Health Check zdarma — scan.barracudanetworks.com. e e
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