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COMGUACD Tedria zranitelnosti

Zranitel'nost vs. Miskonfiguracia

Zranitel'nost je bezpec¢nostna chyba priamo
v software

Oprava je priamo zavisla na vendorovi

Miskonfiguracia je bezpecnostna chyba
vytvorena konfiguraciou software

A ¢ Oprava je zavisla na operatorovi
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Typy zranitel'nosti
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Typy miskonfiguracii
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Hardening — doplnok alebo priorita?
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A4

Ruche

- Penetracné testy

 Pokrytie typov zranitelnosti
- Testy infrastruktury (externé, interne, Wi-Fi, cloud)
- Testy webovych aplikacii (OWASP)
« Red Teaming
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Znamy software
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Custom software
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On-Premise Active Directory
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Detekcia

« DetekCné nastroje — Komercne aj OSS
« Doména, koncové stanice, virtualizacia, cloudové prostredia

- Co ndm daju?
« Jednorazovy report
« Health score z klucovych ukazatelov
- Managovatelné mnozstvo nalezov

« Co viac chciet?
« Neustaly dohlad
 Siroky detekcny subor
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Mitigacia

« Ako napravit?
. Co je idedlny stav? Google / dokumentécia / info od komunity

- Budeme fungovat? Miskonfiguracia ~ Feature
- Kedy a ako zjistime nefunkcénost?

- Nefungujeme - Ako naspat?




COMGUArCrD Detekcia miskonfiguracii v Cloude

Cloudy
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Cloud Security Infrastructure-as-Code
Posture Management Analysis
Kubernetes Security Cloud Identity and

Access Management
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Gytpol Validator

. Neptetrzity dohled nad stavem konfiguraci AD, GPO, koncovych bodu
« Pokrocila analytika vyuzivani systémovych funkci

- Obsahla hardening databaze - Best practices, CIS, NIST,

Alerts

« Napravné procesy
 Poskytnuti informaci o nalezu [EEES—. Global concerning threats
- Doporuceni postupl
- Automatizace naprav




COMGUArD On-prem zranitelnosti

Rapid?7 InsightVM

- Detekce zranitelnosti ve fyzickych prostredich, virtualizaci, cloudu, kontejnerech

« PokroCily scoring - Active Risk Score
. Cetnost a oblast vyskytu
« Obtiznost zneuziti
« Threat Intelligence s o

. Rizeni ndpravnych procesut
« Doporudeni postupl
* Project management, ticketing —
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Rapid?7 CloudSec

« Centralni monitoring rizik v cloudovych / multi-cloudovych prostredich
« AWS, Azure, GCP

« Okamzita analyza zmén konfiguraci, novych assetu
« Vulnerability management ——
Y Dete kC e m iS ko n fi g u ra CII s g:::: o S ' -] compute(12361) || @ Conienntazsa) | @ storage(9,135) [ = Network (14289) | 2. ety & Mansgerant (434141 | == AuTypes (82959) |

Backup Vault 10 Cache Snapshot
5

« Odhaleni exponovanych identit : s

Database Snapshot Delivery Stream

E Resource
ETL Security Configuration GraphQL API

Resources Secure File Transfer Shared File System Snapshot

Groups

Storage Account | Storage Container 747)  Stored Parameter
I8y Explorse Video Stream Volume
$3 Bucket
Blob Storage Container
Cloud Storage
Q Object Storage Bucket
& Object Storage Bucket

Region Total Objects Size (GB) Object Ownership

x

ef-templ j . yeast-2 ap-northeast-2

EERBER

ca-central-1

@ scores = FITERS: 0

Cloud Dataset
Data Lake Storage
Database Proxy
ETL Data Catalog

Recycle Bin Rule

Uniform Access




COMGUArCrD Cloud miskonfigurace

Rapid7 AppSec

- Automatizované black-box testovani webovych aplikaci
« Checky proti OWASP Top Ten & aplikacnim miskonfiguracim

. Integrace do DevSecOps procesu
- Testovani probiha paralelné s vyvojem
- Attack replays v zivém prostredi
- Identifikace chyby az na rovinu radku kodu
- Snadny retesting v podani vyvojare
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Dakujem
Za pozornost!
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