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Endpoint Security (ENS)

Next Generation Antivirus

• Managed & Standalone
• Suitable for Air-Gapped
• Windows, Linux, Mac and Command 

Line Options

Endpoint Forensics (HX)

Next Generation Forensics

• Managed
• Suitable for Air-Gapped 
• Windows, Linux, and Mac

Endpoint Detection & Response 
(EDR)

Endpoint Detection, Investigation and 
Response

• Managed
• Requires Cloud
• Windows, Linux, and Mac

Device Control

Control of Endpoint Devices

• Managed & Standalone*
• Suitable for Air-Gapped
• Windows and Mac 

MOVE Security

AV for Virtual Environments (Offload 
Scanning)

• Managed & Standalone
• Suitable for Air-Gapped
• Windows and Linux*

Threat Intelligence Exchange

Local Threat Intelligence

• Managed
• Suitable for Air-Gapped*
• Vmware, Hyper-V, Citrix

Application & Change Control

Black Box Technology

• Managed & Standalone
• Suitable for Air-Gapped
• Windows and Linux

Policy Auditor

System Compliance Auditing

• Managed
• Suitable for Air-Gapped
• Windows, Linux and Mac

Mobile Security

Security for Mobile Devices

• Managed
• MDM Integration
• iOS and Android

Formerly FireEye Formerly McAfee

Trellix Endpoint Security Products
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L6-7 – APPLICATION + PRESENTATION

L5 – SESSION

L4 – TRANSPORT

L3 –
NETWORK

L2 – MAC / DATA LINK

L1 – PHSYICAL

• Ransomware

MULTIMEDIA

• Stagefright (24 CVEs)

• 11+ Threat Vectors (MMS,  

Browser, Downloads,  

Email, Facebook App,  

Gallery, etc.)

• Spear phishing SMS

• Malicious MMS

• Stagefright (24 CVEs)

SMS, MMS

• Over The Air (OTA)  

updates (like Swift Key)

• Remote Device  

Management

• Shared Lib Injection

• Persistent File System  

Modifications

OS / KERNEL

• OS Exploits

• Kernel Exploits

• Malicious Profiles (iOS)

• Network Configuration  

Attacks (DNS, Proxy,  

Gateway)

NFC, BLUETOOTH

• NFC Proxy

• Malicious Bluetooth

Apps and Privacy Risk)

• Repackaged Apps

• 3rd Party Lib / Back Door

• Time Bombs

• Download & Execute

APPS

• AV/Malware (Ransomware,  

Trojans, Adware, Spyware)

• Access Abuse (Unsecured

• Man In The Browser

• Fake SSL Certificates  

(SSL Decryption)

• SSL Stripping

BROWSER, EMAIL

• Known Browser CVEs

• Attachments (PDF,  

DOC,XLS)

• Spear phishing Emails

• Session Hijacking

CONTAINERS

• Unlocked Containers

• VPN, Micro VPN

RECON SCANS

• IPv4, IPv6 Scans

• TCP, UDP Scans

• ARP Scans

• Rogue AP

• ARP MITM

• ICMP Redirect

• ICMP Double Direct

• SSL Striping

• Session Hijacking

• Fake SSL Certificates

WIFI

• Malicious Chargers

• Juice Jacking

• Key Loggers

• Shared Lib Injection

• Unsecured Memory Cards

USB

USER

• Social Engineering

• Lack of Security  

Awareness

• False sense of security

RADIO

• Rogue Cell tower /  

Femtocell

• MITM

• Location Tracking
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Level 5
SOC 

(NDR & XDR)
Trellix and Sky-High Partnership provides 
CASB, DLP, Web Security and Threat 
Protection for multi-cloud services

SAAS\IAAS\PAAS

Level 4 Office 
Services

IT 
Services

Resource 
Planning

Business 
Analytics

CRM

Threat
Intelligence

Level 3.5 OT SIEM OT ePO
OT NSP & 
Forensics

OT IVX

Level 3
Engineer 

Workstation
Historian

Mobile 
Tablets, 

Scanners 
& Printers

Plant 
Management 

Systems

IIOT 
Gateway

Level 2
SCADA RTU PLC HMI DCS

Level 1 Actuators SIS Sensors

Level 0

Helix Connect Extended Detection and 
Response Platform (XDR)

Local 
Threat 
Intel

Threat Intelligence Insights, GTI, DTI , 
ATLAS, IntaaS

SIEM On-premises next generation SIEM, 
analytics, log storage and anomaly 
detection

ePO centralized management and 
automated responses

NSP & Network Forensics advanced 
malware attack detection, lateral 
movement and forensics

Intelligent Sandbox next generation 
sandbox technology and integrations

Local Threat Intelligence on premises 
threat intelligence and immediate 
remediation

Endpoint Security Anti-Malware, EDR, 
Forensics, Integrity Control and Device 
Control 

Trellix Product Portfolio – OT Security Reference



Trellix Sec Ops
• Trellix ePO
• Trellix XDR
• Third Party SIEM

• Trellix Mobile

Mobile Devices

• Trellix Insights
• Trellix ENS for Servers
• Trellix EDR
• Trellix Forensics
• Trellix Policy Auditor
• Trellix Application Control
• Trellix Cloud Workload Security
• Trellix TIE
• Trellix IS

Server and Workload 
Security

• Trellix Insights
• Trellix ENS
• Trellix EDR
• Trellix Forensics
• Trellix Policy Auditor
• Trellix Endpoint DLP
• Trellix TIE
• Trellix IS

End User Devices

• Trellix Insights
• Trellix ENS
• Trellix Device Control
• Trellix Application Control

Operational Technology

Trellix Services
• Assessments
• Training
• Health Checks
• Health Watch

Trellix Intelligence
• Trellix Insights
• Trellix Intelligence 

as a Service
• Trellix pGTI

Event Reporting

Event Reporting

Event Reporting

Event Reporting

Threat Alerts

Policy Updates

Forensics Data

Response Actions

Reputation Checks

Content Updates

Health Watch 

Data

Intelligence 

Feeds

Health Watch Data

Endpoint Security Reference Architecture



Trellix Wise
Generative AI
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Trellix Wise 
for EDR

Use Cases

• Natural language query for historical and 
real-time search

• Multilingual threat hunting

• Accelerated investigations 

• ​Dossier Mode provides executive summaries 
of an incident

• Interactive Mode enables analysts 
to uncover new security insights

• Knowledge Graph visually shows the 
attack path



Multilingual Threat Hunting

13



Accelerated Investigations Using Trellix Wise
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Analyze 
Detection
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Interactive Mode

Interactive Mode enables the 
discovery of new insights and their 
MITRE mappings through guided 
threat hunting by helping analysts 
answer questions:
• When did the incident 

happen?

• What do I do with this 
information?

• What actions can I take?

• Where can I get more 
information?

1

2
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Investigative Context

17

1 2



Detection Accuracy for Confidence
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Knowledge Graph

19

1

2

3

4

Which user?

What file of application?

Where?

How?



Guided Response Actions
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Evidence Preservation

Host Isolation

Data Exposure 
Assessment

1

2

3



Device Risk Assessment
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Comprehensive Device 
Details

Attack Surface Details

Enterprise Risk Value

1

2

3



Analyze 
Detection
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Dossier Mode

Dossier Mode provides executive 
summaries of an incident that 
details what happened, where it 
happened, when it happened, 
and how to investigate and 
remediate quickly.
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Recap of Trellix Endpoint Protection Stack
High-level overview of what it does and why it would matter 

Component 

Name

What it does: Why needed? Stakeholder

Trellix ePO Central management of endpoint protection 

policies and reporting

Scalable, On-premises, SaaS, Workplace 

and Sec Ops Team

Trellix ENS NGAV, Anti-Malware and Threat Protection 

using Intelligence, Signatures, Exploit 

Prevention, Firewall and Behavioural Rules.

Compliance, Award-winning protection, highly 

configurable, customized rules, alternative to 

Defender; supplement HX 

or other EDR

Workplace

and Sec Ops Team

Trellix Insights Taking proactive approach to prevent 

attacks before attacks happen. Ability to 

enhance security posture.

Understands trending threats across countries 

/ industries. 

Sec Ops Team

Trellix TIE Add local file reputations from threat 

intelligence and sandbox.

Reduce MTTR, add own indicators of 

compromise for better protection

Sec Ops Team

Trellix EDR AI-guided investigation. Allows tier 1 

incident responders to do more. Threat 

hunting.

Detect threats that bypass prevention tools; 

investigate incidents; hunt for new threats

Sec Ops Team

Trellix Forensics 

(HX)

Proactive threat detection, investigation, 

forensics and hunting

Investigate incidents, root cause analysis; 

forensic investigations; replace Sysmon or 3rd

Party forensics

Sec Ops Team



Děkujeme
za pozornost!
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