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Oklamani utocnika jako
nova forma obrany to je

AILABYRINTH




COMGUArCrD Labyrinth Security Solutions

Labyrinth byl zalozen v roce 2019

HQ v Zabrze, Polsko

Tym spolecnosti Labyrinth se zabyva penetracnim testovanim a
Deception technologii, kterou tak testuji.

Oficialni stranky vyrobce: www.labyrinth.tech
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Techniky klamu

- Predpokladaji nevyhnutelnost kompromitace

. PredkladaJ| utocCnikovi podvrzene informace pro
ovlivnéni jeho dal$ich kroku

« Odklonéni utoku, zdrzeni a vycCerpani utocnika
« Okamzita detekce pri interakci s navnadou
 Proaktivni pristup k horzbé

UMENI VALKY
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Dwell Time

Global Median Dwell Time, 2011-2023
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Zdroj: Mandiant M-Trends 2024



https://www.mandiant.com/m-trends
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Aktivna obrana -
seda zona

Red Teaming Hacking back

Reaktivna obrana Ofenzivni operace

Threat Intelligence

Cyber operations

Threat Hunting

Deterrence

Sedd zéna Aktivni kybernetické obrany (vytvofili
Ondrej Nekovar a Jan Pohl DCG420.0rg)



https://www.dcg420.org/
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Aktivity Otocnika vnotri siete

-
Lber Prvotnd Lber internych Akcie na - .
informacii kompromitacia infromdacii cieloch Misia hotova
* Phishing * Prieskum siete « Krddez dat
 Zero-day exploit - Ulozené  /niCenie dat
« Zranitelné systémy prinlasovacie vdaje | . pgnsomware

e Ukradnuté L'Jd(]je * Man-in-the-Middle

« End-point/BYOD  Prieskum Active
, _ Directory
 Stiahnutie malware

» Sabotdz systému
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Decoys
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Automaticka IR

itaci - n ha sprav
Imitacia prostredia Jednoducha sprava

Mala interakcia

. . . D icky ki
Mimo skutoénu siet ‘ ynamicky Klam

Realny OS, Sluzby

Siet, Prihl. udaje

Priamo v sieti

BOTa a Brute Force utoky e Navrhnuté pre = — Skuto¢neho utocnika
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Vyzvy v kyberbezpecnosti

Reactive approach to .
threatdetecton L TT777° S 2 > X Information overload

- ~-D T More time to
False positivealarms (==l ------_-_-_ > [\ ---=--=-=--- > detect and react
) - ——

Difficult in usage D | ------ A > H Breaches
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Architektura Labyrinth

Seeder Agent directs
the attacker to the Point

Labyrinth Deception Platform J, J,
Admin VM
(Management Console) hf] Points interact with
= the attacker and submit
Web Ul ‘ warnings to MC
\[7 —l
Worker VM Worker VM Seeder Proxy %E\]

team and sends metadata
for analysns

— S - —=—

—
SSH server FTP Win 10 host MQTT broker Server 1 Server 2
S - = I ==
5] 5' Server 3 % Server N

Network lures Network lures % %
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The security team verifies
the data and stops the
attack

MC notifies the security ]
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Use case - FTP

Step 1- Reconnaissance

Initiate a network scan.

server.

As the result, we discover FTP

\

-
Step 2 - Explore FTP

FTP contains a bunch
of interesting files.

7 -
Step 3.1 - Use credentials
,9- Use credentials to attempt
to get access to the real host.
o J
4 -

Step 3.2 - Check the TO-DO
list

The list might get some
interesting info about

the topology of our network.

-
Step 4 - Web UI LFI

—> The note clearly says about
a flaw in our web interface.
Time to exploit it.

.

W

Step 5 - /etc/passwd

Get the precious info from
the file.




COMGUArCrD Integrace

TrelliX




COMGUArD

cyber security masters

Dekujeme za pozornost!

Tomas Koutny | tomas.koutny@comguard.cz
Ondrej Malik | ondrej.malik@comguard.cz
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