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Exabeam and LogRhythm
Complete Merger and Announce
New Company Details
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The combined organization will empower customers with a best-of-breed, Al-driven secwity operations platform
fartified with high-integrity data ingestion

BROOMFIELD, Colo. and FOSTER CITY, Calif. — July 17, 2024 - In a strategic move set to define the future of the
cybersocurity landscape, Exabeam, defivering industry-leading Al and automation for acceleratod threat
detection, investigation, and response (TDIR), and LogRhythm, renowned for its high-integrity, trusted data
ingestion, today announced the successiul completion of their previously announced merger. The merger
combenes unparalleled technological innovation with reable data to create an Al-driven security operations
platform that dedivers the most efficient and accurate security Information and event management (SIEM) and user
and entity behavior analytics (UEBA) solutions in the industry.

Moving forward, the company will leverage the best of both ceganizations to create a best-of-breed cybersecurity
vendor relentlessly focused on empowering security analysts, security engineers, and CISOs with the tools,
intelligence, and guidance needed to saleguard their organizations against cyberthreats, The company will retain
the Exabeam name and refresh the visual brand to represent the merging of two industry leaders and honor the
legacy of the long-established LogRhythm brand.

Exabeam has also unvedled its product roadmap and stratagy, highlighting the proven, cloud-native Al-driven

Contact Us ‘GetaDemo

Recent Press Releases

Exabeam Appoints Kish Dill as
Chief Customer Success Officer )

Septamber 10, 2024

Exabeany” Named To
Noewsweook's 2024 List of Top 100
Most Loved Workplaces

June 11, 2024

LogRhythm and Exabeam

Announce Intent to Merge,
Hamessing Collective Innovation
Strengths to Load the Future of

LogRhythm je nove Exabeam
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LogRhythm and Exabeam Announce
Intent to Merge, Harnessing Collective
Innovation Strengths to Lead the Future
of Al-Driven Security Operations

e/ LogRhythmr

/, exabeam

The combined company will bring together two
cybersecurity SIEM and UEBA innovation
leaders with renowned and demonstrated track
records in serving customers with effective
threat detection, investigation, and response

(TDIR)
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- Lepsi behavioralni analyza a UEBA pro detekci anomalii.

« Pokrocilejsi automatizace a SOAR, coz umoznuje rychlejsi
reakce na incidenty.

- Cloudova skalovatelnost bez nutnosti velkych investic do
infrastruktury.

- Jednodussi nasazeni a uzivatelsky privétivé rozhrani.

- Transparentni licencovani bez primeého vztahu k objemu
dat, coz muze byt nakladové efektivnéjsi.

- Pokrocilé analytické nastroje a schopnost automatizovat 2/ LogRhythmr
¢asové osy incidentd.

/, exabeam




COMGUACD

Soucasné IT vyzvy pro spolecnosti
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End Point / Server protection &
communication

Protection on Business Services

SecOps — Security and IT Operation Optimization

Cloud and Hybrid Environment Security

loT — Industrial devices Security

Compliance Achievement

Facing the amount of Network Data to Analyze
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IT Security Team / SOC Efficiency

Support new initiative reducing Risks

Visibility, Measure and Report risks to ELT

CyberSecurity Assurance *

Spiraling Costs of Security Infrastructure

Recruiting and Retaining Security Teams

Reducing Blind Spot, anticipate attacks
(APTs, Ransomware, Phishing ...)
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Nesouroda reseni zahlcuji bezpecnostni tymy
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Spolecnost zalozena v roce 2003/2

Global Operations
« USA, EMEA, APAC
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MONITOR DETECT

2n\J LogRhythmr

1, exabeamr

Log Threat User Network Incident Orchestration People
Management Intelligence Analytics Analytics Management & Automation & Process

exabeam
exabeam NDR

Self-hosted / Cloud-native

RESPOND INVESTIGATE
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SOC Visibility Triad

Exabeam SIEM / NDR | SOC Visibility Triad

Tri pilire

» Log Monitoring (SIEM/UEBA)
« Endpoint Monitoring (EDR)

* Network Monitoring (NDR)

Benefity tohoto modelu

« Komplexni viditelnost

« Brzka detekce

« Rychlejsi odezva na incidenty

« Kazdy pilir rozsifuje druhy z pohledu
viditelnosti

« Snizeni poctu false positives/negatives

LogRhythm SIEM LogRhythm NDR Builds models
complements LogRhythm of normal network behavior and
NDR and 3rd Party EDR spots anomalies across the network

ENDPOINY DETECTION

g A& RESPONSE

LogRhythm NDR Integrates with the major players
in the EDR market toround out SOC visibility

20/ LogRhythmr

/i, exabeam
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Dedikovaneé Appliances /SW/VM
« Centralizovany management
« Horizontalni skalovatelnost

« Podpora pro distribuovana prostredi

Architektura Appliance

XM Single Appliance /SW/VM
* All-in-one reseni

« Jednoduché a flexibilni
nasazeni

« Kompletni sada funkci

| Data Processor
| Data Indexer
— — > | | Al Engine

| Platform Manager

Supports
Incremental Growth
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Collection Processing
Layer Layer

Agentless Data
Collector

e

Collector Agent

Network Detection
and Response
(NDR)
Data Processors

LogRhythm SIEM - architektura

Indexing Analytics
Layer

Advanced
Intelligence
Engine

Data Indexers

UEBA
(Optional Analytics)

Optional Archive

Management

Layer

Alarms /
Reports

Events Config

Platform Manager

Web Console
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COMGUACrD On-premise SIEM vs. Cloud SIEM

27/ LogRhythm

/., exabeam
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Cloud-Native Saas Platform

CLOUD

« SIEM platform
« Collector agents
* Packaged content

+ Hardware
« High avallability
« Disaster recovery

Included
Included

Included

Included
Included
Included

Included
Included

Included

REMOTE
MONITORING

CLOUD - NATIVE

SCALABILITY

Exabeam SaaS

EASY TO MANAGE
& MAINTAIN




COMGUACD Exabeam SaaS

Suggested search

Visualizations
% f Forensics
Reporting

Axon Agent MDI Fabric 3 I
Cloud collectors Automatic parsing

Identification

Normalization

Commaon Event

Automated detections
Observation workflow

Observation dustering
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CASE STUDY - pojistovaci spole¢nost

« Spolecnost je na trhu od roku 1993
« Pusobnost spole¢nosti na 18 evropskych trzich

« Velikost spolecnosti:
22 000 pracovniki o
15 mil. klientu (3 mil. klientu v CR a SK)

Stézejni zmeény ve spolecnosti:

. Rijen. 2020 - akvizice dal&f pojistovaci spole¢nosti a
rozsireni produktu a sluzeb

Co_bylo hlavnim dlivodem, proc se zacali zajimat o
reseni SIEM?

- Pojistovny maji povinnost dohledavat pqjistovaci fraud pro
analk/)zu u jednotlivych incidentu, takze SIEM je
NUTNA POLOZKA.

==
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Centralni
SIEM

en7 LogRhythm'

Logy &

FFTI

Fﬁ

Akvirovana
spolecnost
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Zaver

« SpInéni poZzadavku na moznost analyzovani a zabranéni incidentu v
IT infrastrukture
. Forenzni analyza pro dohledavani GnikU dat

 Alertovani a reportovani — Security tym je vCas upozornén na jednotlivé
incidenty, ktere nasledne prochazi a kontroluje dane nalezy

+ Splnéni pozadavkd multi-tenance - jednotlivé tymy vidi pouze
informace, které vidét maji (rozdéleni na globalni a lokalni tymy)

 Modularni Fedeni = mozné Uspora finan¢nich prostfedku
« Rozdéleni projektu na jednotlivé faze - SIEM + dalsi moduly v budoucnu
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Dekujeme
Za pozornost!

Roman Jiracek | roman.jiracek@comguard.cz
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