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Security

2021 2022 2023

McAfee :
Symphony Technology Group Symphony Technology Group

Skyhigh

Trellix

Trellix

STG takeover of McAfee Separation of cloud and endpoint Two separate entities, FireEye
Enterprise and FireEye business under same entity portfolio under Trellix
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Security

Gartner
Peer Insights.

3000+ Customers
80% of Global Banks Skyhigh Security Rated 4.7/5
based on 763 reviews

25% of Fortune 500 in the Security Service Edge market

as of 1/24/2023

juct: Skyhigh Security SSE
"Pervasive Data Protection Anywhere"

“We found the Skyhigh security SSE solution to be feature
rich, the cioud web and on-prem hybrid integration helped
me protect and meet the data protection objective of my
enterprise security. The flexibility of DLP and single panel for

CASB/SWG/RBI & ZTNA 1s..."

Read Full Review >
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Security
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COMGUArD Security Service Edge

Data Security

Web Cloud Data Center

@ Private
Apps

ON-PREMISE

DATA LOSS PREVENTION @ visibility / control of data in the cloud & private apps

WEB PROTECTION © shared risk dgtabase
©® protect mobile workforce

© insights beyond the cloud CLOUD SECURITY




COMGUArD Security Service Edge

B
4

Skyhigh Secure Skyhigh Cloud Skyhigh Private Skyhigh Cloud-Native
Web Gateway Access Security Broker Access Application Protection
Platform

‘ Skyhigh

Cloud Platform

Intuitive Dashboard - Advanced Data Loss Prevention - Unified Policy Management - Unified Threat Prevention




COMGUArD Security Service Edge

Skyhigh security Web Gateway

« SSLDecryption — Skenovani protokold HTTPS.

- URL and Category Filtering — Blokovani webovych stranek na zdkladé kategorie webové stranky nebo
URL.

« Real-time Threat Protection — Skenovani obsahu kvuli virdm nebo malwaru, obsahuje emulaci
sandboxu

« Robust Data Protection — Ochranuje korporatni data pfed nahrdvanim na neautorizované stranky.

- Application Control — Poskytuje granularni kontrolu pro blokovani/povoleni celych webovych stranek
nebo urCitym castem stranek. Napriklad povoli zobrazeni Facebooku ale zakdze postovani.

« Tenant Restriction — Povoli pfistup do korpordtnich sankcionovanych tenants, ale zablokuje soukromé
tenants. Napriklad povoli korporatni licenci O365, ale zablokuje soukromou 0365 licenci.

« Visibility & Reporting — HIdsi aktivitu uZivatele nebo business jednotky.

- Remote Browser Isolation — RozSifend ochrana pred hrozbou diky odstranéni obsahu strédnky pfi
nacitdni a spusténi na endpoint zarizeni.




COMGUArD Security Service Edge

Remote Browser Isolation

Reputation, GTI, AV DLP Scanning
Activity Controls
. Tenant Restriction
Emulation Remote Browser Content
Sandbox Isolation Filtering

Safe

out-of-band Remote Browser

Forensic

Sandbox - Isolation
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COMGUArD Security Service Edge

Skyhigh Cloud Access Security Broker

- Data loss prevention - kompletni DLP bali¢ek (suite)

- Largest cloud app registry— +40 pIné& integrovanych aplikaci (MS 0365,..), 30,000+ zndmych
aplikaci v registru

- Block data sync to personal devices — prevence nefizené synchronizace dat
« Compromised accounts detection — detekce anomdlii na Gctu

« Cloud usage visibility — jednotny fidici panel pro kontrolu incidentl napfi¢ shadow apps a
schvalenymi aplikacemi e —

« Misconfiguration audit — CSP kontrola konfigurace k detekci
- Enterprise integrations — integrace se Sirokym spektrem podnikovych feseni
« Unified policy engine — jednotné ovlddaci prvky zdsad napfi¢ celou platformou

- In-line and near real time controls — data fidi jak in-line, tak prostfednictvim integraci API




COMGUArD Skyhigh Service Edge

Demo

1.
2.



https://www.skyhighsecurity.com/about/resources/demos/skyhigh-casb-interactive-demo.html#demo-anchor
https://www.skyhighsecurity.com/about/resources/demos/interactive-demo-for-skyhigh-and-trellix-data-protection.html
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Dekujeme za pozornost

Bc. Tomas Koutny
E-mail: tomas.koutny@comguard.cz
Tel.: +420 734 256 648
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