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COMGUA(D Proc chranit data?

KradeZe a Gitoky na data v roce 2024 g4

» Pocet ukradenych zdznamu letos prfesahl miliardu -
 AT&T komunikaéni spole¢nost - ukradend data 73 milionu zakazniku

- Change Healthcare - ransomware ukrad| data az 1/3 obyvatel USA
pro ucely vydirani

» Synnovis - kradez 300 milionU zdznamu o pacientech (odloZeni
operaci + vyd|ran|)

» Odcizeni zdznamu ze 165 firem, které pouzivaly cloud od Snowflake
- Stovky milionU zdznamu z Ticketmaster
- 79 milionU zaznamu z Advanced Auto Parts

- (I:I’,O ;‘I’II“OHU zdznamu firmy TEG (softwarova spolec¢nost — sbér
at



COMGUArD Trellix DLP

Cilem Gtocniki je ukrast Vase data
Chrani vase data, at jsou
kdekoli a Sifruje citliva data
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- Co kdyby jste méli
Feéem’y k»;:ejré Chrani pred vnitrnimi
! hrozbami

Zajistuje soulad s predpisy




TreliX

« Nastroj pro ochranu nejcenneéjsiho majetku kazdé firmy

Klasifikace citlivosti dat - automaticke i manualni
Centralni sprava koncovych bodu - Trellix ePolicy Orchestrator ,,ePO"

Prevence ztraty a zneuziti dat — osobni nebo financni data, patenty,
zdrojove kody,...

Pribé&zné reportovani a monitorovani v redlném c&ase
 Jednotné nastaveni politiky
« \lysoka mira integrace s produkty tretich stran



COMGUArD Trellix DLP

Jak funguje Trellix Data Security?

Encryption
1

Encryption

Skyhigh &
Other CASB
¥ DLP Prevent Partners

X.. Email & Web
4y Gateway

Repositories :

i SaaSsS & IaasS
¥ DLP Discover q._}fl E @ : Providers
L o o e e
Switch Firewall Internet

¥ DLP Monitor
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Trelli)X

Trellix DLP and Al

That is a WISE idea!
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Trellix WISE

Al to Enhance the good



DLP Event Analysis

Security Analyst Event Review

An analyst typically takes a few
minutes to hours to investigate an
event.

This has been one of the biggest
challenges organizations have faced
with Data Loss Prevention which can
lead to frustration and potentially
scaling back their DLP program
when dealing with hundreds of
events that need to be investigated
daily.

TrelliX

Common Investigation Questions Asked

Which events should | focus on
Investigating?

What occurred with this event?

How confident am | that this event
should be investigated?

How can | summarize what occurred the
end-user who is not technical?

What next steps should be taken to
investigate this incident?

Are there any changes that should be
made to the rule that triggered?




Trellix Wise + DLP

Trelllx Dashboards System Tree Support Center @PO - SaaS Migration Queries & Reports Policy Catalog DLP Policy Manager

Data Protection

DLP Case Management

Case Management

Trellix Wise Analyzed Cases e : O May 1, 2024 6:52:59 PM
Annotated Submitted By:  admin

[Trellix Wise] - Inodent ID: 4 - PII Uploaded to Website

Owner: Unassigned Modified Date: May 1, 2024 6:52:59 PM
Pronty: Resolve immediately v Modified By: admin
Trellix Wise determines that ® | New v
the overall severity of the Resolution: @ | Under investigation v
event should be raised Labels:
bringing it to the attention
of an analyst inccerts | Comments | Atachments | susensens | awstios [N
Trellix Wise Analysis
Even;t Su mmary' Non- zi:"lil:l:m:ﬁjwn (DLP) alert was triggered by the Chrome web browser on an EC2 instance named EC2AMAZ-3048SHB on April 30, 2024 at 12:45:16 PM UTC
Tech n|ca| Su mmary a nd The alert was categorized as a “Warning” severity and was generated by the My Default DLP (2) policy.
Steps, SOC Summary and NON-TECHNICAL SUMMARY

Event data suggests that an employee attempted to upload Pil information to the website, which triggered a data protection rule. Pil data patterns for
address, phone number, and social security number were indicated,

Steps all generated by
Trellix Wise reducing the

bu rden on an a naIySt A DLP alert categorized as "Warning” severity was triggered by the Chrome browser on an EC2 instance named ECZAMAZ-3048SHB with IP address

SOC SUMMARY

10.106.216.111, The “Admini user dap ially ive URL (hitps.//ec2amaz-3048shb:844 3/core/oriontab.do?
sectionid=dataprotection&tabid=classific.classification&orion user security token=4wbxxzihcpmiZrSx) and attempted to upload Pl data, This URL is listed as
“Unrated” by Trellix GTI and has no prior appearances in any logged alert. This user has 3 previous alerts, generated in the last 4 days. The alert was generated
by the My Default DLP (2) policy, which detected 3 Pll data pattern matches for address, phone number, and social security [PIl data redacted from alert)

SOC INVESTIGATION RECOMMENDATIONS
1. Review the URL and determine If it Is a legitimate business resource or 3 potentially malicious site,
2. Investigate the user's recent activities and access patterns to identify any unusual behavior or potential policy violations.
3. Examine the EC2 instance for any signs of compromise or unauthorized access
4, Review the data that the usér has access to and determine if the proper access controls are in place,
5. Review the type of data involved in this alert and determine if this user should have access to this data.

Actions v

nt Manager

A

TrelliX




Trellix Wise + DLP

Trel I I x Dashboards System Tree Support Center ePO - SaaS Migration Queries & Reports Policy Catalog DLP Policy Mana, DLP Incident Manager ‘ ‘ v

Data Protection

DLP Case Management

Case Management

» Wise Chat
Case ID: 1 Opened: May 1, 2024 6:52:59 PM
Title; [Trellx Wise] - Inadent 1D: 4 - PII Uploaded to Website Submitted By: admin
Owner: ——— Modified Date: May 1, 2024 6:52:59 PM Trelihxwise: Snmons
Priority: Rasohra ety o Modified By: adesin Hello. This is Trellix Wise, §land|ng by to answer your
questions and provide insight.
Status ® liew v
Resolution: ) nder investigat v
Labels: Do you agree that the severity of this alert should be
changed from Warning to Major?

2 Trellix Wise 4

Chat directly with Trellix
Incidents Comments Attachments Stakeholders Auct Log m o

Wise for additional context

My confidence in raising the severity of this alert to

- and investigation steps
Trellix Wise Analysis Major is 85/100. 9 P
EVENT SUMMARY $:07 PM

A data loss prevention (OLP) alert was triggered by the Chrome web browser on an EC2 instance named EC2AMAZ-3048SHB on April 30, 2024 at 12:45:16 PM UTC =

The alert was categorized as 3 “Warning” severity and was generated by the My Default DLP (2) policy. Does the rule that triggered this alert appear to be

functioning correctly?
NON-TECHNICAL SUMMARY

Event data suggests that an employee attempted to upload Pll information to the website, which triggered a data protection rule. Pl data pattemns for

address, phone number, and social secunty number were indicated. Trellix Wise 406 Py

Pll Blocker 2024.1 appears to be functioning as
SOCIMMMARY intended. However ‘I);) ou suspect itis enogr atin,
A DLP alert categorized as "Warning” severity was triggered by the Chrome browser on an EC2 instance named EC2AMAZ-3048SHB with IP address - ’ ¥ P 4 € 4
10.106.216.111. The “A istrator” user dap lally URL (hitps//ec2amaz-3048shb:8443/coreloriontab.do? excessive false positives, it may be beneficial to
sectionid=dataprotection&tabid=classific. classification&orion.user security, token=dwbxxzihcpmi7rSx) and attempted to upload Pil data. This URL is listed as review the rule’s criteria he

“Unrated” by Trellix GTI and has no prior appearances in any logged alert. This user has 3 previous alerts, generated in the last 4 days. The alert was generated
by the My Default DLP (2) policy, which detected 3 Pil data pattern matches for address, phone number, and social security [PIl data redacted from alert)

SOC INVESTIGATION RECOMMENDATIONS

Review the URL and determine If it is a legitimate business resource or a potentially malicious site.

Investigate the user’s recent activities and access patterns to identify any unusual behavior or potential policy violations. I
Examine the EC2 instance for any signs of compromise or unauthorized access

Review the data that the user has access to and determine if the proper access controls are in place. [

W

Provide more details I I Advise on possible next steps I

[N

Show related MITRE info l [ Show related breaches l
Review the type of data involved in this alert and determine if this user should have access to this data.

Show device information I I Show Knowledge Graph |

Show Sequence View I

TrelliX
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Trellix DLP

Preventing the Ugly
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One more thing...
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Before

- Unprotected
databases and
sensitive information
exposed

- Unrestricted user

access

- Unpatched
misconfigured
databases

- Lack of compliance
reporting

TrelliX

)

Trellix Database Security
Find and defend databases and the information they contain

How We Help

- Databases and sensitive

information discovered

- Authorized access only
- Scan, patch and secure

databases quickly

- Speed and simplify

compliance reporting

After

- Visibility across
supported
databases

. Sensitive data
secure

- Meet compliance

standards

- Data events

monitored and
addressed




Trellix Database Security

Find and defend databases and the information they contain
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Vulnerability Manager
e Find databases and the sensitive
information they contain through
automated scanning

e Identify and prioritize vulnerabilities
e Get detailed remediation advice

ONE COMPREHENSIVE
OFFERING!

Virtual Patching
e Protect databases from known and
unknown vulnerabilities without
downtime
e Stopintrusions and other exploits
e Get extra security when patches are
no longer available for legacy or out
of date applications

Trellix

Database Activity Monitoring
e« Monitor, log, and control database
access
e Identify and block potential threats

before they can damage the
environment
e Speed audit and compliance tasks

Database
Security

Expert professionals available for implementation and training. Centralized deployment, reporting, and tracking
through a single management console available on-premises. Flexible licensing options.
Available as a stand-alone or added on to Data Security packages.
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COMGUArD

cyber security masters

Dekujeme
Za pozornost!
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