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Cybersecurity has become too
complex for most organizations
to manage effectively.
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Findings from an Independent Survey of IT Professionals
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The State of
Ransomware
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Learn More
www.sophos.com/
ransomware2023
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The Hard Truth

30%

Encrypted data was
also stolen

97%

Got Encrypted Data Back

66%

of organisationshit by
ransomware

46%

of organisationspaid
the ransom

$1.54m

Average Ransom Payments

6%

of attacks successfully
encrypted data

0%

Used backups to
restore data

$1.82m

Averageransomware
recovery cost

SOPHOS



Recovery Time 2022 vs. 2023

39% 39%

29%
27%
18%
16%
14%
8%
6%
. - .

Less than a day Up to a week Up to 1 month 1-3 months 3-6 months

m 2022 (n=3,702) m2023 (n=1,974)

How long did it take your organization to fully recover from the ransomware attack? Base numbers in chart
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Business Impact

84%

Of organizations hit by

ransomware said the

attack caused them to

lose business/revenue

Did the ransomware attack cause your organization to lose business/revérae®e lost a lot of business/ revenue, Yes, we lost a little business/ reveriug23
private sector organizations that were hit by ransomware
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Root Cause of Attack

36%

29%

18%

Exploited
Vulnerability

Compromised
Credentials

Malicious Email

1%

Phishing

Do you know the root cause of the ransomware attack your organization experienced in the last year? If you were hit e, ttiank about the most significant attack

(n=1,974 organizations hit by ransomware in the last year)

Brute Force Attack

&)

Download
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Recommendations

Strengthen Defensivé&hields Optimize AttackPreparation Maintain GoodS=curity Hygiene

A Protection against the most A Taking regular backup A Timely patching
common attack vectors

A Practicing recovering data A Regularly reviewing security
A Adaptive technologies that from backups tool configuration

respond automatically to an
attack

A 24/7 threat detection,
investigation and response

A Maintaining an ugo-date
incident response plan




Cybersecurity iIs soomplex, so difficult, and
moves so fast that most organizations simply
can't manage It effectively on their own.
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The Cybersecurity Challenge

Cyberthreats Are Accelerating in Volume and Sophistication

A 57% of organizations report an increase in the number of attacks over the phst year
A 78% increasén the numberof organizations hit by ransomware last year A
Cybersecurityis AaLGQa ySINIe AYLRaaAofS FT2NJ 2NBIyAT L dGA2ya
Odza 12 YSNAZ | YRDESYLX 28SSa al ¥S¢
socomplex, so v

difficult, and moves Cybersecurity Tools Are Overwhelmingly Costly and Complex
SO- fas_t that mOSt A The average organization has more tincybersecurity monitoring tooli place
organlzaltlons Slmpl_y E A Most sec ops teams adrowning in alerts
Ca_n t man age _ It A The average organization spends $7.5K on cybersecurity per enfoloyee
effectively on their
own. Hiring and Retaining Cybersecurity Experts Has Become Fiercely Competitive

° A The number of unfilled cybersecurity jobs worldwistew 350%etween 2013 and 2021
A In the US there are 1 million cybersecurity workers 25@/000 cybersecurity openings

! A Security Analysts cost $1A80K per yeagnd the annual cost to maintain a SOG2A86M

1The State of Ransomware 2022, Sophos; The Active Adversary Playbook 2022, Sophos
2Statista:https://www.statista.com/outlook/tmo/cybersecurity/worldwide ;
SPonemon Institute’The Economics of Security Operati@esnters What Is the True Cost for Effective Results?"
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https://www.statista.com/outlook/tmo/cybersecurity/worldwide

11

The Solution: Cybersecurity as a Service

MANAGED DETECTION AND RESPONSE

Superior security outcomes
delivered as a service

Instant Security Operations Center (SOC)

24/7 Threat Detection and Response

ExpertLed Threat Hunting

FullScale Incident Response Capabilities

Superior Cybersecurity Outcomes
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Superior Outcomes with Cybersecurity as a Service

—— LESS RISK— — GREATER EFFICIENCY — LOWER COSTS5—

O Reduction in More efficient Less expensive than
Q’]CIdentS that IT Teams managing iFhouse
=

quire investigation

VANL‘,I]UVERH Sports and Hospitality Education DETMOLD Manufacturing
CANUCKS BZOE=nee7ES ' University 20,000 Employees GROUP 3,000 Employees

428 OFryQi ai2L) SOSNEBIKAY@E?2 SRPS OVRWISASRyE2 FTNBS dzLlad RAKRBA QINPBDARSE (GKS SljdzA @
GKFGQa sKeée ¢S NBfe 2y { 2opeaisndhours that have allowed our teams workload of six full time staff for the cost of

to focus on initiatives that have increased fSaa GKIyYy 2ySoé

a0dzRSYy G alraGAa¥Fl OGA2y o

Manufacturing Government + Supermarket Chain

13,000 Employees
200 Employees 70 Employees \,d, e
Sophos Identified and neutralized a Cuba dit frees us up to do more interesting With Sophos, our IT team save$ 4ours/day
ransomware attack, preventing data and more developmerjistyle work L . and used that extra time to reduce attack surface
exfiltration and extortion. rather than just dayto-RIF € & SOdzNA U & ®€ and upskill staff.
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The Sophos Advantage

More organizations trust
Sophos for MDR than any
other vendor.

g Sophos delivers leading cybersecurity
outcomes for ove$54,000 customers
globally

BB No vendor has beamamed a Gartner Leader
BB i, endpoint security more times than Sophos

Farar Thehighest ratedandmost reviewed
;j MDR Service on Gartner Peer Insights

Why?

s

Broad Portfolio of Leading Nex&en Products

Adaptive Cybersecurity Ecosystem

Sophos Central

Al and Automation

Sophos XOps Research

A Proven, Trusted and Leading MDR Provider

SOPHOS



Cybersecurity as a Serviseamlessly combines
world-leading services, technologies, expertise
and tools in one holistic solution

14 SOPHOS
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Delivering Optimal Cyber Security Outcomes

@ &£ O =X O

Identity Network  Endpoint Email Cloud
SECURITY Native, Open, or Hybrid Event Correlation OUTCOME OPTIMIZATION
CONTROL POINTS » < AND AUTOMATION
; Sophos Cloud Sophos XOps :
/ Cloud Native Security Threat Intelligence \
(;) Sophos Email g Sophos Al \©
BEC and Phishing Protection Artificial Intelligence
ADAPTIVE CYBERSECURITY
Sophos Firewall and SASE ECOSYSTEM Sophos Factory |
Network Security Orchestration and Automation
- Sophos Health Check
Sepplnes Endpom_t Solution Optimization
EndUser Device Security
Sophos MDR Sophos XDR

Managed Security Services Threat Response Platform

.,7
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THREAT DETECTION AND RESPONSE SOPHOS
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Delivering Optimal Cyber Security Outcomes

@ &£ O =X O

Identity Network  Endpoint Email Cloud

SECURITY Native, Open, or Hybrid Event Correlation OUTCOME OPTIMIZATION
CONTROL POINTS » < AND AUTOMATION

Sophos Cloud Sophos XOps
/ Cloud Native Security. Threat Intelligence \
; g Sophos Al

Sophos Email_
BEC and Phishing Protection ™ Artificial Intelligence

ADAPTIVE CYBERSECURITY

Sophos Firewall and SASE.~"" ECOSYSTEM Sophos Factory _
Network Security Orchestration and Automation

o
o
.

Sophos Health Check

Sophos Endpoint Solution Optimization

EndUser Device Security
Sophos MDR Sophos XDR

Managed Security Services Threat Response Platform

©®

THREAT DETECTION AND RESPONSE SOPHOS



Security Control Points

Newly Released Innovations

A Adaptive Attack Protection

A Account health check

A Network security add new SIAN capabilities

A Firewalls double the VPN performance

A New highend XGS Series firewall hardware

A Zero Trust Network Access (ZTNA) as a Service
A Sophos Email adds integrated mail flow rules and

spam control slider
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Identity Network Endpoint Email Cloud

SECURITY Native, Open, or Hybrid Event Correlation
CONTROL POINTS »

/ Sophos Email

BEC and Phishing Protection

Sophos Cloud
Cloud Native Security -

=3

ADAPTIVE CYBERSECURITY
Sophos Firewall and SASE ... ECOSYSTEM
Network Security

Sophos Endpoint
End-User Device Security

P>

\"‘———\__________

®

Sophos MDR Sophos XDR
Managed Security Services Threat Response Platform

OUTCOME OPTIMIZATION
AND AUTOMATION

Sophos X-Ops

Threat Intelligence

Sophos Al N @

Artificial Intelligence

Sophos Factory
Orchestration and Automation

Sophos Health Check

Solution Optimization

37
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Delivering Optimal Cyber Security Outcomes

@ &£ O =X O

Identity Network  Endpoint Email Cloud

SECURITY Native, Open, or Hybrid Event Correlation OUTCOME OPTIMIZATION
CONTROL POINTS » < AND AUTOMATION

Sophos Cloud Sophos XOps P

/ Cloud Native Security Threat Intelligence \

(;) Sophos Email g Sophos Al @
BEC and Phishing Protection Artificial Intelligence
ADAPTIVE CYBERSECURITY
Sophos Firewall and SASE ECOSYSTEM Sophos Factory |
Network Security Orchestration and Automation

Sophos Health Check

Solution Optimization

Sophos Endpoint

EndUser Device Securit

Sophos MDR Sophos XDR
Managed Security Services Threat Response Platfor

©®

THREAT DETECTION AND RESPONSE SOPHOS
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Threat Detection and Response

Newly Released Innovations

A MDR service for Sophos and thakty
environments

A Detection across endpoints, servers, firewalls,
network traffic, cloud, email, and identity tools

A Network Detection and Response (NDR)
A Fullscale Incident Response (IR)
A Market leading response time

A $1M Breach Protection Warranty

@ & O B O
Cloud

Identity Network Endpoint Email

SECURITY Native, Open, or Hybrid Event Correlation OUTCOME OPTIMIZATION
CONTROL POINTS » < AND AUTOMATION
: Sophos Cloud Sophos X-Ops
/ Cloud Native Security Threat Intelligence :
@ Sophos Email g Sophos Al \ ®
BEC and Phishing Protection Artificial Intelligence
ADAPTIVE CYBERSECURITY
Sophos Firewall and SASE ECOSYSTEM Sophos Factory
Network Security Orchestration and Automation
Sophos Endpoint ; i P
End-User Device Security
Sophos MDR Sophos XDR
Managed Security Services Threat Response Platform -
35
» <
THREAT DETECTION AND RESPONSE
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Delivering Optimal Cyber Security Outcomes

@ &£ O =X O

Identity Network  Endpoint Email Cloud
SECURITY Native, Open, or Hybrid Event Correlation OUTCOME OPTIMIZATION
CONTROL POINTS » ¢ AND AUTOMATION
Sophos Cloud Sophos XOps
/ Cloud Native Security .~ Threat Intelligence
(;) Sophos Email g ............ Sophos Al
BEC and Phishing Protecton B Artificial Intelligence

ADAPTIVE CYBERSECURITY  EESSES
Sophos Firewall and SASE ECOSYSTEM 4 Sophos Factory :
Orchestration and Automation

Network Security

. " Sophos Health Check
Sophos Endpoint Solution Optimization

EndUser Device Security
Sophos MDR Sophos XDR
Managed Security Services Threat Response Platfor

—

_—

THREAT DETECTION AND RESPONSE SOPHOS
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Outcome Optimization and Automation

Newly Released Innovations

A New antiexploitation and artfansomware
techniques

SECURITY
CONTROL POINTS »

A New ML models for enhanced threat detection

Sophos Cloud
Cloud Native Security

A Improved ML models to prevent email @/ Sophos Email

BEC and Phishing Protection

impersonation ADAPTIVE CYBERSECURITY
Sophos Firewall and SASE ECOSYSTEM
B L. . . Network Security
A Sophodntelixintegrations with MISP, Sophos Endpoint
ThreatQuotient CompTIA ISAO, Cyber Threat e e ey  SophosMDR  Sophos XDR.
anage ecurity Services reat Response Platform

Alliance, an®penCT]

Q@ & O 8RR O

Identity Network Endpoint Email Cloud

Native, Open, or Hybrid Event Correlation

=3

OUTCOME OPTIMIZATION
< AND AUTOMATION

Sophos X-Ops
.~ Threat Intelligence

... Sophos Al

Artificial Intelligence

T Sophos Factory
Orchestration and Automation

" sophos Health Check

Solution Optimization

»\\@_/«/

THREAT DETECTION AND RESPONSE
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Sophos XOps Powers Products and Services

//_\

Security Professionals

Sophos team sharing queries, tool:
and techniques from CISO to frontline

SophosXOpS

500+ expertsacross threat intel,

analysis, data engineering, data science,

threat hunting, adversary tracking, and
incident response, staffing 6 global
SOCs in every major theater

SophosLabfesearchers

Providing deep analysis of files, ema
behaviors, URLS, I0Cs, and Dt

ssssss

MDR SecOps Analysts

Discovering new IOCs and hunting
methods, irthe-wild impact

Sophos Al Data Scientists

Development and insights on advanced
ML models, automation and detection for
MDR and Sophos products

SOPHOS



Adaptive Cybersecurity Ecosystem

Open APIs

Sophos Confidential

Managed Services

W Sophos MDR

m Sophos Rapid Response

Sophos Endpoint
Sophos Server Protection
Sophos Mobile

Sophos Encryption

Endpoint Security

Sophos Al

Sophos Firewall Firewall
Sophos Switch Switch
Sophos Zero Trust Network

Sophos Wireless

Network Security

Sophos X-Ops

SophosLabs

Data Lake

Self Managed

@ Sophos Central
M Sophos XDR

Sophos Cloud Native Security

Sophos Cloud

Workload Protection Sophes Emall

Sophos Cloud Series Firewall Sophos Phish Threat

Cloud Security Email Security

Security Operations

Endpoint
Security

Network
Security

Cloud
Security

Email
Security

Identity
SOAR
Threat Intel
SIEM

ITSM
RMM/PSA

suoneibaju| Aued paiyL
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Cybersecurity as a Service

<[>

>

InstantSecurity
Operations Center
Managed by us, by

you, or both.

World-class integrated

cybersecurity defenses

that work with what you
already have

Co:)

Anexpert teamof
cybersecurity
professionals.

Managed through an
Intuitive cloud-based
security platform

SOPHOS
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Cybersecurity as a Service leverages your
existing IT investments toptimize
prevention and reduce detection and
response time

SOPHOS
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Security Operations Center: Managed By You or Us

Security Controls Detections Investigation and Response

Endpoint Sophos XDR Data Lake 24/7 Managed Detection M
- et . and Response Services
_ N Sel T Sophos MDR experts hunt, investigate,
Firewall — LT e and eliminate attackers on your behalf
| I o s L ‘. - 38 Mean Time to
>< Email - R - . mins Remediate
Q Cloud — © 1 Detect Contextualize Correlate ( A
‘e .. o. o 5 . ° : : :\_*___’: w
@ NDR -t e T Investigation and
Tl T T e Response Platform
Identit '.'.'.' o .. 5 . Sophos Central is your single platform for
@ entity T investigation, reporting, and management
& . o Selfmanage or collaborate
o Network Threat + Automated + Advanced
Intelligence Response Threat Analytics

SOPHOS
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Leading Detection and Response Times

99.98% Incident closure time (Internal SOC Teams)
Threats
automatically ] Fastest Median
blocked by
Sophos 4 3.7 hours 16 hours
/ Average Sophos MDR Threat Response Time

Detect: 1 minute

Investigate: 25 minutes

Remediate: 12 minutes

SOPHOS

Slowest

30 hours

SOPHOS



Integrating With Your EXxisting IT Investments

Sophos Managed Self/PartnerManaged

Security and IT Integrations

Endpoint |i§"@| SOAR/SIEM
FAW
A
Firewall ALY
=== B
¢ Cloud 6] BumpPIDOC

[

sopPHoslabs
intelix AP I S

@ Sophos Central

Email

SOPHOS



Proven. Trusted.

Customer Growth

One of Largest and Fastgstowing
MDR Service Providers

554,000+ Customers
100+ million devices protected

55,000+ Channel Partners
10,000+ MSPs

16,000+ MDR Customers
Thousands of Investigations

Industry Analysts

13-time Gartner
Magic Quadrant Leader

Leader: Endpoint Protection Platforms
Gartner Magic Quadrant

Best Enterprise Endpoint Solution
SE Labs

100% Protection/Usability Scores
AVFTest

As mentioned in Gartner® Peer InsigHBzsed on reviews in the last 12 months as of March 23, 2023

3'd Party Testing

AwardWinning
Product and Services

Winner: Best Managed Security Services
Channel Partner Insight Awards

No. 1 Ranked MDR Service
Gartner Peer Insights

/] dZAai2YSNBRQ / K2A0S T2
Gartner

Gartner Peer Insights content consists of the opinions of individual end users based on their own experiences withslstedraiothe platform, should not be construed as
statements of fact, nor do they represent the views of Gartner or its affiliates. Gartner does not endorse any vendbor gemice depicted in this content nor makes any warranties,
expressed or implied, with respect to this content, about its accuracy or completeness, including any warranties of bikixchafitaess for a particular purpose.
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SentinelOne 45
M 4 ) 8 9 7 % 4.8

Average Rating Would Recommend Crowdstrike

g *
Based on 273 Reviews A 4 . 8

Gartner. .

Peer Insights.. E 4 8 9 5% \ 4.4

e 4.0
Average Rating Would Recommend CrowdStrke

Thehighest ratedand Sophos Endpoint N )
most reviewedsolutions

across MDR, Endpoint 4 7 910/
Protection, and Firewall [w | : O e
Average Rating Would Recommend eck Point

Sophos Firewall %

Based on 241 Reviews Palo Alto 4 . 5
Networks

Sophos MDR

Trend Micro

Reviews from last 12 months as of March 23, 2023
*VVendors with fewer than 50 customer reviews

Gartner Peer Insights content consists of the opinions of individual end users based on their own experiences withslistedraior
the platform, should not be construed as statements of fact, nor do they represent the views of Gartner or its affitiatrsd@es not
endorse any vendor, product or service depicted in this content nor makes any warranties, expressed or implied, withtréspect
content, about its accuracy or completeness, including any warranties of merchantability or fitness for a particular purpose.
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Cybersecurity as a Service Is the Future of Cybersecurity

- A
del®
L

- NB 0SOlI dza
have the people who can use it. We
see a huge Iinterest in managed
security services because this
whole security market is becoming
far too complicated for the average
2ZNBI YAL | GA2Z2Y ®¢€

PeterFirstbrook Gartner

Venturebeat March 2022 Gartner

Ga¢CKS UKNBI G
big and too complex. Cybersecurity
as a service Is a critical tool for
organizations to be able to mitigate
UKFG Fa YdzOK | a

Scott Crawford, 451 Research
August 2022

@ Research

tFyRaOI

0 KS
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Sophos: Delivering Superior Security Outcomes

Cybersecurity as a Service

&S

7,

P, m\N
A\ = 74

Stop Advanced Humated Attacks, Including Ransomware

Our expert team stops advanced humkea attacks on your behalf, neutralizing threats before they can disrupt
business operations or compromise sensitive customer data.

Focus on Growing Your Business

We monitor, detect, and respond to threats, enabling you and your IT team to focus on strategic initiatives that drive
growth for your business.

Community Immunity

Sophos delivers cybersecurity for over 530,000 organizations, giving us greater visibility into both widespread and
targeted attacks, with systems to operationalize novel threat intelligence to proactively defend all our customers.

Build on Your Existing Protection

Sophos MDR leverages signals from across your existing ecosystem to identify and investigate suspicious activities
that may require human intervention.

Sleep Better Knowing We Have You Covered
Proactive 24/7/365 threat monitoring, investigation, and response performed by a team of ‘igingd expert

Fylrteaida YShya &2dz Oy NBEFE 1y26Ay3 68 GKI@OS &2dNJ 6 O1 £

hrough
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SOPHOS

Cybersecurity delivered.



Sophos MDR Is the Best of Both Worlds

BRINGYOUROWNTECHNOLOGY MDR SINGLE VENDOR MDR M Sophos MDR

Provides MDR services using the Provides MDR services as an overlay on
Odzat2YSNXa SEAAUAY3T O2OISAESOINRIAROE 226 W

Theonly service that combines the
strengths of both delivery models

@ Can collect security data from @ Cybersecurity tools and MDR
multiple sources services are integrated . .
Limited ability to perform manual Requires customer to rip and replace A No need to replace existing
A response actions A existing cybersecurity tools cybersecurity tools
leaving customer to implement by the one set of cybersecurity tools tools, thirdparty tools, or any
combination of the two
Representative vendors Representative vendors
N A Customized service levels from
\ ARCTIC red@canury @SENTIRE N . . g .
WOLF crownstrike  ([lJ) SentinelOne  B® Microsoft detailed notification to fulcale
: incident response
efdpel Secureworks RAPIDF) Jcybereason .
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Sophos MDR: IndustAzeading Openness and Flexibility

Sophos MDR

Compatible with your environment
2S Oly dzaS 2dzNJ (22f a3
tools or any combination of the two

Compatible with your needs

Whether you need fulicale incident response or
assistance making more accurate decisions

Compatible with your business

Our team has deep experience hunting threats
targeting organizations in every industry

Sophos

ﬂ Sophos XDR M Sophos Firewall m Sophos Cloud M Sophos NDR H Sophos Email E Sophos Endpoint

Endpoint

B8 Microsoft \GROWDSTRIKE

Firewall

#ppaloalto F::ATINET

Cloud SaaS————

aW% / _\ Azure

: TREND . aliali,
) sentinelone @ TREND. & crecx pomT :: Ills (I: |°|
| \/Symantec. Trellixd | ) Google Cloud "D!;S”gy
SR SONICWALL
®alwarebytes w
——  Emalil |dentity Network ————
B8 Microsoft 365 BB Microsoft
[Azure IDP, ATA] O DARKTRACE
mimecast -
okta Vi CANARY
proofpoint. —1 | (5 (@ Skyhigh Security

ManageEngin@
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Monthly and Weekly Cybersecurity Reports
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