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Zranitelnost vs. Miskonfigurace

Zranitelnost je bezpecnostni chyba primo v
software

Oprava je primo zavisla na vendorovi

Miskonfigurace je bezpecnostni chyba
vytvorena konfiguraci software

A ¢ Oprava je zavisla na operatorovi
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Typy miskonfiguraci

Pw: ADMIN
usen: ADMIN

Lidska Vychozi Neaplikované | | Neopravitelné
chyba konfigurace politiky zranitelnosti
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Jak miskonfigurace vznikaji?

Osobni dlivody Vlivy prostredi Systémové dlivody
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Zdroj: Moving Fast and Breaking Things: Security Misconfigurations

Prof. Dr. Kevin Borgolte, Princeton University
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Jak dojde k jejich nalezu?
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Zdroj: Moving Fast and Breaking Things: Security Misconfigurations

Prof. Dr. Kevin Borgolte, Princeton University
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Hardening — doplnok alebo priorita?
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Zdroj: Marsh McLennan - Using data to prioritize cybersecurity investments
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Hardening — doplnok alebo priorita?

Bez ochrany PAM, EDR, SIEM,... Hardening
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Sdilené slozky

McDonalds unikla data o 4,8 mil. uzivatelich
z verejného SMB share. (2023)

=. Microsoft uniklo 2.4 TB dat z nekorektné
Microsoft | nakonfigurovaného Azure Blob Storage bucket. (2022)

V ramci Lateral Movement odhalil utocnik hardcoded
credentials v powershell skriptu, ve verejné
dostupném sSMB sharu. (2022)
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Windows credential manager

RDP klient
Ulozene credentials %, pripojent ke vadslené plote _ o

_ | Pripgjeni k vzdalene
=] Credential Manager : ):;. plose
U > Control Panel » All Control Panel ltems » Credential Manager ~

Obecné  Cbrazovka Mistni prostfedky  Wykon  UpFesnit

MNastaveni pfihlageni

Control Panel Home . o o L
Manage your credentials A Zadsjte nazev vzdalensho poditade.
—

View and delete your saved logen infermation for websites, connected applications and networks. Potitaé: ONM-WIN-10.cgict local e

UZivatelské  CGICTomallk

| jména:
Web Credentials ﬂ Windows Credentials Pfi pfipojeni se zobrazi #&dost o zadani pRhladovacich
Gdaji.

@ Fovolit ukladani prhlasovacich adaj

Back up Credentials Restore Credentials Nastaveni pfipojeni

Ulo#te nastaveni aktualniho pfipojeni do souboru RDP nebo
Windows Credentials Add a Windows credential l ofevfete ulozené piipojeni.
. — Ulodit Ulodit jako... CtewFit...
TERMSRV/L_. . _ .. .28 Modified: 7/28/2021 | ~)
Internet or network address: TERMSRV/E 128
User name: v

Password: sssssses () Sknjt moZnosti Napovéda

Persistence: Local computer

Edit Remove
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New Technology LAN Manager (NTLM)

« Ve vétsSich / starSich AD je velmi obtizné se této konfigurace zbavit

. Utoky: Pass-the-Hash, Net-NTLMv2 relay
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Prevence, detekce, vyzvy
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Detekce

 Auditni nastroje?
« AD checker, Policy Auditor etc.
- Jedna se primarné o compliance checkery

« Co nam daji?
 Jednorazovy report
« Health score z kli¢ovych ukazateld
« Okrajovy nahled na miskonfigurace
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Bézneé uzivané nastroje

Vulnerability
Management

Secure Configuration
Formou manualnich
o
procesu

Patch
Management

Configuration
Management
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Mitigace

 Jak napravit?
« Co je idealni stav? Google / dokumentace / info od komunity

(b = 'Jz o)
« Budeme fungovat? Miskonfigurace ~ Feature AT 1,
« Kdy a jak zjistime nefunkcnost? 3

- Nefungujeme - Jak zpet? ),
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Udrzeni baseline

 Sdilena odpovednost

- Dodrzovani best practices

« Podrobna dokumentace
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Udrzeni baseline?

Osobni diivody Vlivy prostredi
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Automatizace - Gytpol Validator

Robotu robotim!
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Gytpol Validator - Detekce

- Neustaly, podrobny dohled az na koncove body

. Dodani kontextu k nalezim

. Sirokd know-how knihovna
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Gytpol Validator - Mitigace

e Lidsky faktor pro informované rozhodnuti

« Provéreni dopadu naprav

- Automatizované provedeni + rollback
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Automatizace

spravy miskonfiguraci

Mitigace Gytpolem

BENCHMARK: CIS Center of Internet Security (CIS) standard for Hardening your environment (CIS-8).

TOP ALERTS

Enforce password history
Minimum password age
Minimum password length

Password must meet complexity requirements

o000 0

Store passwords using reversible encryption

View all...

TOP ALERTS

Lock pages in memory
Adjust memary guotas for a process
Create 2 pagefile

Increase scheduling priority

0000

Medify firmware environment values

View all...

TOP ALERTS

(1] Audit: Shut down system immediately if una...

(1] Audit: Audit the access of global system obje...

(1] Audit: Audit the use of Backup and Restore p...

(1] Audit: Force audit policy subcategory setting...
View all..

TOP ALERTS

(1] Interactive logon: Do not display last user na...

(1] Interactive lonon: Do nat reauire CTRI+AIT.

TOP ALERTS

(1] Account lockout duration

(1] Account lockout threshold

(1] Reset account lackout counter after
View all..

TOP ALERTS

(1] Allow log on through Remote Desktop Servi...

(1] Deny log on as a batch job

(1] Deny log on s a service

(1] Deny log on locally

(1] Deny log on through Remote Desktop Servic...
View all..

TOP ALERTS

(1] Devices: Allowed to format and eject remova...

(1] Devices: Prevent users from installing printer...
View all.

TOP ALERTS

(1] Microsoft network client: Digitally sign com...

[ 1] Microsoft natwork client: Send unencrunted

P

URA: SPECIAL
ACCESS

62%

alerts

P

URA: SPECIAL
PRIVILEGE

60%

alerts

TOP ALERTS
(1] Access Credential Manager as a trusted caller
(1] Act as part of the operating system
(1] Create a token object
[ 1] Deny access to this computer from the netw...
[1] Impersonate a client after authentication
WView all..
TOP ALERTS
[1] Create global objects
(1] Create permanent shared objects
[1] Create symbolic links
(1] Modify an object label
(1] Perform volume maintenance tasks
View all..
TOP ALERTS
(1] Domain controller: Allow server operators to...
(1] Domain controller: LDAP server signing requi...
[ 1] Domain controller: Refuse machine account ...
View all..
TOP ALERTS
(1] Metwork access: Allow anonymous SID/MNam...
[ 1] MNetwork access: Do not allow anomvmaous en.

aoaBmn-: aamane:

- - - -

&

SECURITY
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Mitigace Gytpolem

Topic:
Subject:
Viewing:
Description:

Suggestion:
Related:

Computer

KUGWIN1TO

JAB-PC

NB23075
MCAFEES
MCAFEE1

MCAFEEZ

SMB Version 1 /= -~
Vulnerable SMB v1 Network File Sharing

Non-VDI endpoints

The computer has SMB v1 installed, which lacks important protection mechanisms offered by later SMB protocol versions. It is a well known
security risk, exploited by various ransomware worms, Denial-of-Service and Remote Code Execution attacks. Bear in mind that some legacy

software and network printers require SMB v1 to function. less
It is highly recommended to remove SMB v1 via GYTPOL. Do verify that there's no legacy software or network printers that requires SN more
SMB Client Audit, SMBv1 Client Audit, SMBv1 Client Events, Anonymous - Shares Enumeration, Anonymous - Shares&SAM, Everyone to A
| Alerts by Severity | 0s | Domain | Org. Unit

G win 10 Pro CGICT Computers/KC
G win 10Pro CGICT Computers/KC
KUG-GYTPOLTEST G win 10 Pro CGICT CN=Computers
— Win 11 Pro comguard.cz SBSComputers/Compt
G win 10 Pro CGICT McAfee/Computers/K(
G win 10Pro CGICT McAfee/Computers/K(
G win 10 Pro CGICT McAfee/Computers/K(
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Mitigace Gytpolem

Apply an Action

/# Action:

®  Remediate Disable SMBv1 v (J Auto re-apply
SMBv1 Audit & Usage: = SMBw1 - was NOT used in last 90 days ~

O #&f Generic Group Policy Update Computer + User without restart v

O Y Mute Alert

Y Target:

Computer Group: (No group applied) v

05 / Type: Non-VDI endpoints v

Domain: CGICT

Org. Unit: Computers/KC «

Computer: KUGWINTO

Schedule: ASAP g

Remark: (add a note)

Action applies to T alert on T computer. Cancel Apply
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« Kontinualni vs. ad-hoc reseni?

- Manualni procesy vs. Gytpol?
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Dekujeme
Zza pozornost!
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