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COMGUArD Co je EKRAN?

ACCESS ACTIVITY
MANAGEMENT MONITORING

®) Ekran

INCIDENT

DETECTION AND INCIDENT
INVESTIGATION RESPONSE




COMGUArCrD Co je EKRAN?

Identity Management Access Management Activity Control and
Audit
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* Session recording

autentizace (credentials * Password Management o
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+ mobile device) (RDP a SSH)

- . * Pokrocilé vyhledavani a
* Sekundarni autentizace e  Manualni schvalovani _

N gy reporting
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* Alerting
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system

reakce na incidenty

* USB management




COMGUArD EKRAN Systém v kostce

Included in Privileged Account Management for the Financial Services Sector, Special
NH Publication 1800-18 by NIST (National Institute of Standards and Technology, U.S. Department of
Mentioned in NIST Special Publication CO m m e rce).

. Listed in approved Partner Providers and Independent Software Vendors for Windows
HE Microsoft Azure )
. Value-add Partner VI rtual DESktOp.

Gartne]: Included in Market Guide for Insider Risk Management Solutions, by Gartner

Comply with ISO 9001 and ISO 27001 for its Quality Management System and Information
Security Management System




COMGUArCrD Zakaznici EKRAN
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COMGUArCrD Pro koho EKRAN?

Komu je EKRAN urcen?

 V\yuzivate outsourcing?

- Mate na serverech citliva data?

* Vite co se deje na Vasich serverech?

« ZkouSeli jste nékdy z logu vy¢cist co se na serveru stalo?

 VVyzaduje zakon nebo Vase interni smérnice monitoring aktivit na
serverech?

 \lyuzivaji Vasi administratori sdilené ucty?
« PFistupuji administratofi napfimo k systémum?




COMGUArCrD Pro koho EKRAN?

Komu je EKRAN urcen?

\
%

.
o’ i)
: L ) - ™
. ) e A8
:
.
"'
i
‘hn :

&

m% L.
"

Financial services Healthcare Energy Public Government Telecommunications
and insurance administration and military




COMGUArD EKRAN - zpusoby nasazeni
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COMGUArD EKRAN - zpusoby nasazeni

Ekran — Jump Server deployment
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COMGUArD EKRAN - zpusoby nasazeni

Ekran - podpora multitenance
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COMGUACD

Standard Edition

EKRAN - management

Enterprise Edition

Management Tool Licensing

Free, no license needed

License needed*

Session recording and viewing

functionality 50 concurrent sessions Full
Incident response functionality Full Full
Alerting functionality Full Full
Reporting functionality Full Full

Access control

e Secondary authentication
for shared logins
e 2-factor authentication

e Secondary authentication for shared
logins

e 2-factor authentication

e USB storage access approval

e One-time passwords

Password Tool**** No Yes
Integration with SIEM systems No Advanced (ArcSight, Splunk, IBM QRadar)
Integration with ticketing systems No Advanced (SysAid, ServiceNow)
» Standard
Deployment Standard * High availability

= Multi-tenant

Database Management

Managed database cleanup

Managed database archiving and cleanup

System Health Monitoring No Yes
Audio Recording No Yes
UEBA No Yes




COMGUArCrD EKRAN - licencovani

EKRAN Licence ® Ekran

. . . system
- Subscription licence ’

« 2 varianty Enterprise Edition Application Server

1-50 Workstation Agents 50+ Workstation Agents
or 1-5 Server Agents or 5+ Server Agents

. Perpetuélnl' licence (1. rok support v cené + dalsi rok support 20% z ceny)

- Pro vétsi deploymenty
« Jedna varianta Enterprise Edition Application Server

* Nasazeni HA nebo Disaster Recovery v ramci jednoho clusteru vyzaduji pouze jednu licenci
pro cely cluster.



COMGUArCrD EKRAN - licencovani

EKRAN Licence

Agenti:

« Workstation Agent (Windows, macOS, X Window System)

« Infrastructure Server A)gent (Windows Server, Linux/UNIX Server; no more than 2
concurrent sessions recording

 Terminal Server Agent (Windows Server with Terminal Services, Linux/UNIX Server,

Citrix Server, Published App Server, Jump Server, X Window System; unlimited number of
concurrent sessions recording)

« Password Management Users (Password Management is available for Ekran System

Terminal Server Clients installed on Windows-based jump servers under Enterprise Edition of
Ekran System Application Server)

« Custom Development (100 hours minimum)

* Minimum order quantity is 10 Workstation Agents or 1 Server Agent.
* Additional order quantity is 10+ Workstation Agents or 1+ Server Agent.



COMGUArCrD Co EKRAN umi?

Co EKRAN umi a jaka rizika pokryva?

01 Audit uzivatelskych akci A Detekce a reakce na podezrelou 05
s citlivymi daty aktivitu

?&K Management privileg;;/g?ggg IOS

02 Dohled nad uzivateli napric @
infrastrukturou ac

O 3 Dosazeni shody s hlavnimi % /‘\ Alerty na zakladé 07
standardy, zakony a regulacemi €& — predkonfigurovanych pravidel

O Automaticke zasilani

N\ bezpecnostnich upozornéni na |08

zameéstnance

O4I Zasilani automatickych reportt %j




COMGUArD

Jak to vypada ve svéte bez EKRANu?
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COMGUArD Jak to vypada ve svété s EKRANem?
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COMGUArD ProCc EKRAN?

Proc zvolit pravé EKRAN?

@ Rychlost nasazen Nizké celkové naklady na vlastnictvi

Jednoduchy softwarovy agent a vysoce
optimalizované formaty pro ukladani
dat

Kontrola uzivatelskych rizik pod jednou
platformou

PIna podpora desktopovych a Kratka doba odezvy na incident diky
serverovych OS vizualné strukturované stopé

Enterprise-ready, dostupny ale i pro Detekce kompromitovanych G¢td na
mensi a stfedni spolecnosti zakladé Al




COMGUACD

ProC EKRAN?

Jak to vidi Gartner Peer Insights?

m H n
50 Overall User Rating Excellent IRM Solution

Product(s): Ekran System Submitted Jul 11, 2023

Overall Comment:"Optimal Insider Risk Management tool, with broad functionalities; a very
efficient and cost-effective solution”

5 @@@®®®@ Evaluation & Contracting 5 @@@®@@ Integration & Deployment
5 @@@®@® Service & Support 5 @@@®®® Product Capabilities

Lessons Learned
What do you like most about the product or service?

- Complete control on risk activities - Comprehensive overview of risky hosts and accounts - Intuitive
user-experience interface - Excellent customer service - Cost-effective solutions and fair princing plans

What do you dislike most about the product or service?

- They need to work more on brand awareness and recognition

What do you like most about the product or service?

1. convenient tool for viewing important events 2. convenient mechanism for setting the trigger rules 3.

convenient user interface

What do you dislike most about the product or service?

Nothing

Evaluation & Contracting
Why did you purchase this product or service?

Improve compliance & risk management
Create internal/operational efficiencies
Enhance decision making

Cost management

What were the key factors that drove your decision?

Strong services expertise

Product functionality and performance
Breadth of services

Product roadmap and future vision
Overall cost

®) Ekran

Evaluation & Contracting
Why did you purchase this product or service?

Create internal/operational efficiencies
Improve compliance & risk management
Improve supplier or partner relationships
Improve business process outcomes

What were the key factors that drove your decision?

Strong services expertise
Strong consulting partnership
Product functionality and performance

Ekran System Reviews

’) Ekran by Ekran System in Insider Risk Management Solutions

5.0 YKk Kk 3 Ratings

Related markets: Ekran System in Privileged Access Management (9 Reviews)
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cyber security masters

Dekujeme
Zza pozornost!

kamil.kosour@comguard.cz
+420 602 129 569
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