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Your journey, secured.



Agenda

Proc je ochrana webovych aplikaci tak dulezita
Jakeé jsou specifické pozadavky na moderni zabezpeceni

Co by meéla moderni WAF poskytovat



Pocet webovych aplikaci neustale roste
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Témer vse je webova aplikace

BUSINESS GOVERNMENT ABOUT US ~ Eamings Call 132 S}

LEARN & SUPPORT  CREDIT REPORT ASSISTANCE essca AT @ 0 T -

m for information on the Equifax Data Breach Settlement.

t Update an existi

ndByStatus Finds

Equifax Complete™ Equifax Complete™

Premier Family Plan

orm datz
/ Equifax 3-Bureau credit scores / Equifax 3-Bureau credit scores h form data

+/ 3-Bureau credit report monitoring ~/ 3-Bureau credit report monitoring

Social Security Number scanning* Soclal Security Number scanning* /pet/{petTd}

Add a Second Adult (all Premier features)

Equifax credit monitoring for up to 4 /pet/{petId}/uploadImagk

children

Webova stranka Mobilni aplikace App Interface (API)



/trata dat: nejcasteji ve spojitosti s web. aplikaci
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Figure 24. Top Asset varieties in
breaches (n=2,796)

igure 16, Top Action vectors in
incidents (n=18,419)

Source: Verizon, 2022 Data Breach Investigation Report



Web Application Protection — portfolio Barracuda
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= CENTRALIZED MANAGEMENT AND CONTROL




WAF: hardwarova nebo virtudlni appliance
WAF-as-a-Service: rychlé nasazeni, jednoduchd sprdva

@ n
WAF WAF WAF WAF
Vx S 2,

Barracuda Barracuda Barracuda Barracuda
Web Application Firewall Web Application Firewall CloudGen WAF WAF-as-a-Service
Fyzické zarizeni Virtuaini appliance Virtuaini appliance WAF-as-a-Service
Podporuje: Podporuje:
«  VMware *  Azure \ /
s Hyper-V *  AWS

« KVM *  Google Cloud



Why WAF-as-a-Service?



Existing Solutions are Ineffective...

Customers Add-on
WAF SaaS solutions
: lack ;
appliances e solutions (e.g. DDoS
are hard to Ele and bot
AppSec .
deploy and . advanced protection
skillsets / .
manage functions are not
resources

Integrated)



Barracuda WAF-as-a-Service

Enterprise-proven application security delivered in minutes

Built on the same technology
3-step setup wizard adds protection in minutes
WA F component-based structure for fine-tuning policies
Barracuda Z Fully REST API
WAF-as-a-Service

Unmetered DDoS included

vulnerability identification and remediation



WAF-as-a-Service Architecture



How it works
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User \ ?} Pe'rimeter App Servers
(Browser) - Firewall

@ A: www.securedapp.com

CNAME: app123456.prod.cudawaas.com

Barracuda Cloud Scrubbing Centers
(Multiple Global Locations)



Protects your apps hosted everywhere

N J I EREEN

o

" Public Cloud

On Premises

Data Center

 Public Cloud ij] \
U asaas )

Public Cloud
“All-in"



WAF-as-a-Service Components




-as-a-Service Components

Barracuda

il | \WAF-as-a-Service”

One protected application might have multiple liste

(‘ *  Your application is still being provisioned. This m . ppear w

your DNS
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WAF-as-a- S%Lylce Azure Points of Presence (June '22)
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API Protection



API Discovery

« Identifying and securing APlIs is a massive problem
« Old API endpoints that are left unsecured can be very risky

« Configuring API Security can be complex

« First Steps to removing this complexity



API Protection
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API Server



Advanced Bot Protection &
Active DDoS Prevention



Bad bots — why?

Bad bots are the #1
contributing factor to
application compromise

Source: "The state of application security in 2021", Barracuda Networks
https://www.barracuda.com/appsec-report-2021

Which of the following contributed to the successful security breach that
exploited a vulnerability in one of your organization’s applications in the
last 12 months?

Web app/0-day vulnerability 41%
Software supply chain attack 39%
Flawed API Security 31%
Employee Error 28%
Account Takover attack 28%



Bots are becoming more sophisticated
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Why is DDoS protection important?



How ADP works
Always integrated with Waa$

Barracuda Cloud
Scrubbing Datacenters

ErreEEh m
WAF-as-a-Service

Barracuda Waa$S App Servers
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Next steps...



Run a free scan of your application:

BVM

72 =

Users Web Application


https://bvm.barracuda.com/

Sign up for a free trial of WAF-as-a-Service:

WAF-as-a-Service 30-day trial

Create a Barracuda account to start your trial

Already have an account? SIGN IN
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https://waas.barracudanetworks.com/start-trial/

1 Barracuda.i'

Your journey, secured.
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