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. Uvod do OT bezpecnosti
« Platforma SCADAfence
- Ukazky prostredia

« Architektira systému

- Integracie

- Vyhody oproti konkurencii
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Uvod do OT bezpeénosti

Co je OT?

« Operational Technology (OT) zahrna:

« Priemyslové riadiace systémy (ICS,

Industrial Control System)

« Podmnozinou su riadiace systémy SCADA
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COMGUArD Uvod do OT bezpecnosti

IT vs. OT

IT systémy OT systémy

Bezpecnostné poziadavky dovernost, integrita, dostupnost, funkénost 24/7
dostupnost

Kompromitacia systému izolacia, vypnutie maly vplyv na funkénost -
nevypina sa

Patch management 3-4x/rok 1x/rok (1x/2 roky)

Dostupnost vypadky akceptované 24/7

Aktualne zabezpecenie dobré nizke/ziadne

Komunikacné protokoly TCP/IP IEC60870-5, IEC61850,...
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Platforma SCADAfence
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« globalny technologicky leader v OT &
IoT kybernetickej bezpecnosti

« ponuka kompletné portfélium pre
rieSenie kybernetickej bezpecnosti
v priemyslovom prostredi
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Highest detection rates & lowest false
positives CPS Security

Entrepreneurial Company of the Year
Frost & Sullivan 2021

Best SCADA Security Solution
SC Magazine 2021

Market Leader in OT Security
ISG 2020 & 2021

Outstanding in innovation
KuppingerCole 2022
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Kl'Gcove viasthosti SCADAfence ...
]

Login: 04/10/16 11:14:54
User: davidmi@sFKerber:

Threat Detection

Risk Management

« Asset Management
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« Accuracy

Easy to Install
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COMGUArD Architektira systému

W

-~
L 4

{58

|
|
|
|
|
|
FYYY e |
|
I
|
I
|
|
|

SCADAFence Multi-Site
IManagement
and Governance Portal

|

|

I

I

I

|

SIEM Vulnerability Incident Asset Enforcement Active I
iManagement Response IManagement Directory :

|
|
I
I
I

U | syslog
NYC London Tokyo

SCADAFence SCADAfence
Security Platform Security PlatForm
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COMGUArCrD Integracie

Integrace Rapid?7

Expand Rapid7 Visibility to OT

-
Z scADAfence RAPID?)
Biatform insightVM/ Nexpose
Protect the OT network
from external threats
Risk and Vulnerabilities
-
=
~ Governance RAPID
Portal Central Incident Dashboard insight|DR

Orchestration and Automation

Network and security events
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Vyhody oproti konkurencii

Vyhody oproti konkurencii

Najvyssia miera detekcie, najpresnejsie Udaje a nejemnej false positive nalezov -

ocenené aj podla Gartner

Jednoduché intuitivne ovladanie platformy
Trackovanie uzivatelskej aktivity

V ramci licencie neobmedzeny pocet senzorov

Jednoduché a rychle nasadenie v ramci dni

INDUSTRY EXPERTS & LEADERS

Gartneﬂ, “Highest detection rates & lowest false positives”

- Gartner 2020

EhD Entrepreneurial Company of the Year Award

L B I[ v A N s Frost & Sullivan 2021

Best SCADA Security Solution
- SC Magazine 2021

T Founding Members of the OT Cyber
CSA Security Alliance
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cyber security masters

Dakujeme
Zza pozornost!
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