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Jsou duvodem, proc se zabyvat NIS 2, drakonické pokuty?
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Portfolio sluzeb VIAVIS a.s.

Poskytujeme expertni sluzby v oblasti kybernetické, informacni a fyzické bezpecnosti v€etné penetracniho testovani,
poradenstvi, vzdélavani, reseni incident a znaleckych posudkad.
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Prezentace NIS 2 - obvykly scénar

9 Cojenis2: The NIS2 Directive
®© Stay, legislativni proces A high common level of cybersecurity in the EU
OVERVIEW
Q Kdo pOd NIS 2 spa da: The Network and Information Security (NIS) Directive is the first piece of EU-wide legislation on

cybersecurity, and its specific aim was to achieve a high common level of cybersecurity across the
Member States. While it increased the Member States' cybersecurity capabilities, its implementation
proved difficult, resulting in fragmentation at different levels across the internal market.

@ Rezim vyssich a niZich povinnosti
@ Povinnosti uklddané NIS 2
@ Drakonické pokuty

@ Obdoba s GDPR
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https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/689333/EPRS_BRI(2021)689333_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/BRIE/2021/689333/EPRS_BRI(2021)689333_EN.pdf

Jiny pohled — je NIS 2 duvod, proc IKB resit?

Payment AvoslLocker

@ Ano je, ale nemél by byt diivodem primarnim

Before deadline Deadline Past deadline
$200,000.00 USD Date: Mon, 19 Sep 2022 $400,000.00 USD
@ 800.00 XMR 13:58:57 GMT @ 1600.00 XMR
Q 417 BTC (25% processing Time left: 4 days 23 hours 59 Q 8.34 (25% processing fee)

9 Dlivodem pro IKB by nemély byt drakonické pokuty b

Support ==
Test decryption
You may test our decryption Staff
0 D ©, d K B H h h d k H process by uploading a As A ; ; -
— you are an enterprise client of ours, we will provide you with
uvo e m p ro Je OC ra na o n Ot a t I V single encrypted image file customer support throughout the process. You may use this
(PNG, JPG, JPEG, GIF, TIFF, chat to get in contact with us.

BMP) less than 1 MB in size.

No file selected.
Decrypt

@ Efektivnost opatfeni (risk management je zakladem)
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Jaka je Sance, ze budu obéti utoku?

@ Nejsem zajimavy, kdo by na mne uato¢il

@ Ppriklady z prezentaci — straseni velkymi Gtoky

@ VIS neprovozuji nic zajimavého
@ Vidyt $kolim uzivatele o phishingu

# Main  WB Fulldump 8 Contact Us

New companies
FEBANCOLOMBIA
Next update: 4 Days 22:31: 40

Cube Audit Ltd
Next update: 4 Days 22:11:11

Halwani Bros Ltd
Next update: 4 Days 23:19:33

Rate Rabbit Inc

Next update: 4 Days 23:11: 11

JetS)

Next update: 4 Days 23:04: 21

Maryan beachwear group GmbH
Next update: 4 Days 22:50: 34

360 InStore
Next update: 4 Days 22:23:08
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165.64 MiB
ip.003 1000 MiB
ip.002 1000 MiB
ip.005 1000 MiB
ip.001 1000 MiB

ip.004 1000 MiB

Full dumps

TAIWAN SURFACE MOUNTING TECHNOLOGY
CORP.

Published data: 126.25 Gi8

Cinov Federation
Published data: 22.98 Gi8

Glasbau Wiedemann GmbH
Published datx 58.58 GiB

Cocal
Published data: 114.03 M8

SPINE & DISC
Published data: 2.19 Gi

EUROMAIS - PECAS E PNEUS, LDA
Published datax 21.39 GiB

Schepisi Communications
Published datx 2.88 G8
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Realita

<« X @ avosgxh72bSi iefkSi nion % O % =

AvosLocker

11 data is FOR SALE. Contact us with your offers. We only sell data to third parties if the owner of said data refuses to pay.

@ Obéti si utok samy pfrivolaly - komunikuji zranitelnosti

Zeus Scientific Inc American Internatio.. Northwest University

https://www.zeusscientifi The leading manufacturer and Confidential, taxation, and financial
r 4 ‘about Zeus Scientific, Inc distributor of innovative, quality data
) [ Y 4 d ”| (-] ° ° o 7 o -
Uto sou business - utocnikum je jedno o obeti je o e Compery ot
y J J J 9 J solutions. The Company offe: men and women. With 45 years of

Slutions for autoimmune industry experience. The leadin

and infectious di urer and distributor of

er team publishes the first ) -auty and skin

View Buy  Notified 9/19 1y Notified 9/1 2 View Buy Notified 9/14/2022

@ K naplanovani a provedeni sta¢i motivace a zakladni znalosti

Our Lady of the Lake University. 3 e TM platform
nded in 1895 by greg a our current and evolving
of Divine Providence, is a f with the unique
coeducational institution. - DB - adoption technique of "Your Proc
Health - Finance - Admissions - Your Way", Joseph F. Molloy Vice
HR And many of more President, Workforce Safety. We

‘wanted t erless without

eus-Scientific-|

@ Diivodem pro KB neni ani pravni Gprava, ani pokuty, ale ochrana hodnot
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Kde ziskat ransomware a naucit se jej pouzivat

RANI@N - Better & Cheapest FUD Ransomware + Darknet C2 + NO Fees

BUY - FAQ - REVIEWS - SCREENS - CONTACT

We provide an already configured and compiled FUD Ransomware + Decrypter
We are the only that provide a FREE Anonymous C2 Dashboard via Onion to manage your Clients
We also provide additional FREE Customizations and take NO FEES from your Clients

DISCLAIMER: Our Products are for EDUCATIONAL PURPOSES ONLY.
Don't use them for illegal activities. You are the only responsable for your actions!
Our Products/Services are sold with NO WARRANTY and AS ARE.

*** THE ONLY ORIGINAL ONE (v3): http://jtdtpffimrb7jfpk6jcwxewgmmzidsdsygdsjyecqhdj2oc43ib3adid.onion ***

Version: 2.30

-=NEWS =-
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http://jt4tpfflmrb7jfpk6jcwxewqmmzids4syg4sjyecqhdj2oc43ib3adid.onion/

/meéna ve zpusobech vydirani

Enter UUID Feedback Public notice
¥snatch New company Full data Archive C Search for company...
4 )

Your presence at this page means that we obtain your sensitive
information and in case of your silence and refuse to bear responsit
this data will be published no matter how important and confidential

Insurance companies, attention please!

* In case you see your client in this list, please contact us. You will
get a full access gaining report of the company. This will will totally
convince you that the poor judgment of the IT department leads to
an insured event. Since many companies have turned attacks on
them into a profitable insurance business, we are starting to publish
reports on breaches in the security systems of those who are
mentioned at our blog.

- J

m Aug 21, 2023 09:50 PM © 2286 New Company

Department of Defence South African
(DARPA) Department of Defeng
South African (DARP

Military contracts, internal call signs and personal data

Military contracts, internal call

personal data A leakage:
Read more @

Gemma Bignell:CFO, Director, Director, Operations, Financial Officer
gemma.bignell@briarsgroup.com;

Andrew Brierley:Chairman

andrew.brierley @briarsgroup.com;

Emma Lisauskas:Director, Director, Operations
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http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php
http://hl66646wtlp2naoqnhattngigjp5palgqmbwixepcjyq5i534acgqyad.onion/index.php

NIS 2 — muze byt dobrym voditkem

@ Jak fesit informacni a kybernetickou bezpeénost:

9 Systematicky, dlsledné, efektivné
@ P¥istup zaloZzeny na managementu rizik

@ Systematické kroky:
@ Management rizik
@ Organizaéni opatteni

@ Technicka opatieni

@ Jakou vidite nevyhodu?
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Jak s IKB zacit?

@ Kroky ke snizeni nejvétsich rizik

@ Paralelné se zahajenim systematickych kroka:

@ Presvédéit management
@ Zilohovani, BCP, DRP

@ Zilohy 3x2x1 — pozor na cloudové zalohy
@ Retence

@ Testy, testy, testy

9 Zabezpeceni perimetru, prostupy

WWW.Viavis.cz
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Co se v NIS 2 nedoctete

@ OSINT - Open Source Intelligence

@ Ziskavani informaci z vefejnych zdrojt
9 Legalni, neinvazivni, nedetekovatelny
@ Utoénici vyuzivaji OSINT pro vyhledani obéti

@ Pravidelny OSINT je nedilnou souéasti bezpeénostnich procest

@ Vvédét, co se o mné vi
@ O0dstranéni, potladeni rizikovych informaci

@ Kdo si délé OSINT na sebe, organizaci?
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Shrnuti

@ NIS 2 je prileZitost

WWW.Viavis.cz

@ Davodem je ochrana hodnot
@ Bezpetnost systematicky, ddsledné
@ Argument pro manazery

@ Délejte si OSINT
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Nestrasime, pomahame — Kyber ctvrtky

Nadchazejici workshopy

KYBER CTVRTEK @ KYBER CTVRTEK W MIMORADNE WORKSHOPY

Jak vzdelavat zaméstnance? Jak vzdélavat management? Analyza k posouzeni vlivu (Utery
s povérencem ¢. 1V/2023)
. Termin: 7. 9. 2023 X Termin: 21. 9. 2023 3
. . Termin: 26. 9. 2023
Cas: 9:30 - 10:15h Cas: 9:30 - 10:15 hodin 3
Cas: 9:30 - 11:30 hodin
) 1 Zijistit vice / \ ‘/ Zjistit vice | I\ {\ Zjistit vice \ y

@ L\ e

Pravidelné, online a bezplatné Pro¢ nas sledovat Technické pozadavky
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Prostor pro vase dotazy...

Dékujeme za pozornost

Za tym VIAVIS a.s.

= Vladimir Lazecky
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