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“Cyber-attacks, rather than natural
catastrophes, will become uninsurable as
the disruption from hacks continues to

g row.” — Mario Greco, CEO of Zurich Insurance

60% 67%

of organizations that had a lost a business deal due to
ransomware attack did not have a prospect’s lack of confidence in
a SIEM their security strategy

Microsoft’'s 2022 Digital Dimensional research survey of
Defense Report 1,175 security professionals
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COMGUArD SOC Visibility Triad

LogRhythm SIEM / NDR | SOC Visibility Triad

Tri pilire

« Log Monitoring (SIEM/UEBA)
« Endpoint Monitoring (EDR)

* Network Monitoring (NDR)

Benefity tohoto modelu

« Komplexni viditelnost

« Brzka detekce

« Rychlejsi odezva na incidenty

« Kazdy pilir rozsifuje druhy z pohledu
viditelnosti

« Snizeni poctu false positives/negatives
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Dedikovaneé Appliances /SW/VM
 Centralizovany management

« Horizontalni skalovatelnost

- Podpora pro distribuovana prostredi

Architektura Appliance

XM Single Appliance /SW/VM
 All-in-one reseni
 Jednoduché a flexibilni

nasazeni
« Kompletni sada funkci

| Data Processor
| Data Indexer
— — o, | | Al Engine

| Platform Manager

Supports
Incremental Growth
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COMGUArD On-premise SIEM vs. Cloud SIEM




COMGUArCrD LogRhythm Axon

Suggested search
Visualizations

% f Forensics
@ Storage
Reporting

Axon Agent MDI Fabric $
Cloud collectors Automatic parsing

Identification
Normalization
Common Event

Automated detections
Observation workflow

Observation clustering




COMGUArCrD LogRhythm Axon

Cloud-Native Saas Platform

CLOUD

REMOTE EASY TO MANAGE
+ SIEM platform Included
+ Collector agents Included MONITORING & MAINTAIN

+ Packaged content Included

* Hardware Included CLOUD - NATIVE
* High availability Included

+ Disaster recovery Included

Included
Included
Included

SCALABILITY




COMGUArCrD LogRhyhtm Axon - pokrocilé vyhledavani

o7 LogRhythm
Security Analyst v

Analytics Observations Number of Logs last 24 Hours Logon Failures

Total Count Total Count Total Count

Analytics Observations User Account Lockouts

003:0s cred

s credential

Total Count

Log Count by Hour Privileged Group Activity




COMGUArD LogRhythm Axon - vyvareni politik

Identification Rules
Sample Log Message Message Interpreter

<Event
xmlns='http://schemas.microsoft.com/win/2004/
08/events/event'><System><Provider Mun (& e —
Name="'Microsoft-Windows-Servicing' @
Guid='{bd12f3b8-fc40-4a61-a307
b7a013a069c1}/><EventlD>1</EventlD> B Event
<Version>0</Version><Level>0</Level> No Rules Created
<Task>1</Task><Opcode>0</Opcode>
<Keywords>0x8000000000000000</Keywords>
<TimeCreated SystemTime="'2022-01
26T22:28:53.576989100Z'/>
<EventRecordID>314</EventRecordID>
<Correlation/><Execution ProcessID='8932'
ThreadlD='2252'/><Channel>Setup</Channel>
<Computer>SuperHost</Computer><Security
UserID="5-1-5-18'/></System><UserData> Policy Results Preview
<CbsPackagelnitiateChanges

WEL()

} :| Identification Rules
xmins="http://manifests.microsoft.com/win/200 =

4/08/windows/setup_provider'>
<Packageldentifier>KB5007266</Packageldentif Normalization Rules
ier> he f
<InitialPackageState>5080</InitialPackageState

Internal Database Field Value
<InitialPackageStateTextized>Superseded</Initi
alPackageStateTextized> e aflc
<IntendedPackageState>5000</IntendedPackag
eState>
<IntendedPackageStateTextized>Absent</Inten
dedPackageStateTextized>
<Client>ChsTask</Client>
</ChsPackagelnitiateChanges></UserData> No Results
</Event>




COMGUArD LogRhythm SIEM vs. LogRhythm Axon

Srovnani funkcionalit

LogRhythm SIEM LogRhythm Axon LogRhythm SIEM LogRhythm Axon
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COMGUArD Pripadova studie

CASE STUDY - pojistovaci spole¢nost

« Spolecnost je na trhu od roku 1993
+ PUsobnost spolenosti na 18 evropskych trzich

« Velikost spolecnosti:
« 22 000 pracovnikd
. 15 mil. klientG (3 mil. klientd v CR a SK)

Stézejni zmeény ve spolecnosti:

. Rijen 2020 - akvizice daléi pojistovaci spole¢nosti a rozsireni
produktU a sluZeb

Co bylo hlavnim diivodem, proc se zacali zajimat o Freseni SIEM?

+ Pojistovny maji povinnost dohledavat pojiStovaci fraud pro forenzni
analyzu u jednotlivych incidentd, takze SIEM je NUTNA POLOZKA.

Ehnl




COMGUArD Pripadova studie

Centralni
SIEM

en'J LogRhythmr

Logy &

Ehil

Akvirovana
spolecnost




COMGUArD Pripadova studie

Realizace projektu

1. Pre-sales konzultace

« COMGUARD a.s. + partner + zakaznik - resila se integrace SK pobocky
(LogRhythm SIEM) do CR pobocky (LogRhythm SIEM) a nezavislého
akvirovaného subjektu (konkurencni resenti)

. Casova naroénost = nékolik hodin v rédmci pre-sales workshopl a schiizek
« Hlavni téma - vykonnost nového HW deploymentu na centrale v Praze

2. Migrace soucasného LogRhythm na vykonneéjsi deployment
« Centralni reseni SIEM pro cely holding v Praze
« Pdvodni HW se vyuzil jako analyticky nastroj nového SIEMu
. Casova naroénost = 5 mésicl prace technického tymu
« Hlavni téma - migrace vsech politik na vykonnejsi HW 20/ LogRhythm



COMGUArD Pripadova studie

Realizace projektu

3. Integrace SK pobocky
. Instalace datovych collectort na jednotlivych poboc¢kach SK
- Integrace datovych collectort z pobocek do centraly v Praze
- Casova naroénost = 3 mésice prace technického tymu
. Hlavni téma - integrace SK pobocky do centraly v CR

4. Integrace akvirovaného subjektu - AKTUALNI FAZE

. Integrace spolecnosti, ktera Fesila problematikd Logl a Eventl na jiné SIEM
technologii

« Separatni tym pro spravu pFedchoziho reseni — komunikacni problémy

- Bude vyuzita multi-tenance celého reseni LogRhythm SIEM, kdy jednotlivé
pobocky uvidi pouze Logy a Eventy, které se JICh tykaji

.- Casova narocnost = faze integrace stale probiha!



COMGUArD Pripadova studie

Realizace projektu

5. Vznik globalniho Security Operation Center - BUDOUCI FAZE

- Tento tym bude resit globalné IT security pro cely holding - hledaji
abnormality z vystupu ze SIEM

 Lokalni tymy budou resit provozni zalezitosti jednotlivych pobocek

6. Rozsifeni stavajiciho SIEM Feseni o dalsi prvky - BUDOUCI FAZE
Security orchestration, automation and response (SOAR)

Network Detection & Response (NDR)

CloudAl

User and Entity Behaviour Analytics (UEBA)




COMGUArD Pripadova studie

Zaver

» SpInéni poZzadavku na moznost analyzovani a zabranéni incidentud v
IT infrastrukture
. Forenzni analyza pro dohledavani GnikU dat

 Alertovani a reportovani — Security tym je vCas upozornén na jednotlivé
incidenty, ktere nasledne prochazi a kontroluje dané nalezy

+ Splnéni pozadavkd multi-tenance - jednotlivé tymy vidi pouze
informace, které vidét maji (rozdeleni na globalni a lokalni tymy)

 Modularni fe$eni = mozné Uspora financ¢nich prostfedku
« Rozdéleni projektu na jednotlivé faze - SIEM + dalsi moduly v budoucnu
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Dekujeme
Zza pozornost!

Roman Jiracek | roman.jiracek@comguard.cz
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