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Sk h h We protect the world’s data
y Ig - Data-first security protection enabling
Security information sharing without impacting the

user experience

- The most advanced Security Service Edge
data protection available

« Single security platform that is simple to
use with the fastest time to value



Gartner @

2023 Gartner® Magic Quadrant 2023 Gartner® Critical Capabilities
for Security Service Edge for Security Service Edge
Skyhigh Security is rated as excellent and was the highest scoring
vendor in two out of four use cases in this research.
@ Netsiope End users looking for a comprehensive SSE solution
ies should use Skyhigh Security.
e Pdo Alto Netwarks
] Cisco
(@) sion sy Secure Web and Cloud Usage #1
® froadeom i (] Fomepoint
.IbDS:
o Detect and Mitigate Threats #1
E .CIou:Iﬂare
= Connect and Secure Remote Workers #3

—— PP R s Identify and Protect Sensitive Information #3

Gartner



3000+ Customers
80% of Global Banks
25% of Fortune 500

Gartner.
Peer Insights.,

Skyhigh Security Rated 4.7/5

based on 763 reviews
in the Security Service Edge market

as of 1/24/2023

October 21, 2022

Product: Skyhigh Security SSE
"Pervasive Data Protection Anywhere"

"We found the Skyhigh security SSE solution to be feature
rich, the cloud web and on-prem hybrid integration helped
me protect and meet the data protection objective of my
enterprise security. The flexibility of DLP and single panel for
CASB/SWG/RBI & ZTNA is..."

Read Full Review »

Disclaimer: The Gartner Peer Insights Customers’ Choice badge is a trademark and service mark of Gartner, Inc., and/or its affiliates, and is used herein
with permission. All rights reserved. Gartner Peer Insights Customers’ Choice constitute the subjective opinions of individual end-user reviews, ratings,
and data applied against a documented methodology; they neither represent the views of, nor constitute an endorsement by, Gartner or its affiliates.



https://www.gartner.com/reviews/market/security-service-edge/vendor/skyhigh-security/product/skyhigh-security-sse/review/view/4450116
https://www.gartner.com/reviews/market/security-service-edge/vendor/skyhigh-security/product/skyhigh-security-sse/review/view/4450116

Skyhigh Security

Portfolio Additional Products

ENDPOINT

: y

Skyhigh Skyhigh Skyhigh i Trellix
Secure Web Gateway Cloud Access Security Broker Private Access DLP

DATA PROTECTION

4 Skyhigh

Cloud Platform

Advanced Data Loss Prevention - Intuitive Dashboard - Advanced Browser Isolation - Al /ML
Unified Client - Unified Policy Management - Unified Threat Prevention - Unified Incident
Management
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Growth of Al Services



Examples of Al services

ChatGPT (OpenAl

Can you write me a coda.io formula that checks all rows inside a table to see if the status
is complete or not

Sure, here is a coda.io formula that you can use to check all r in a table to see if the

status is complete:

ormula

unt all rows in the table where the value in the “Status” column is

"Complete". You can modify the formula to suit your specific needs, such as checking for

a different status value or usi

Write report

Submit report

 a different column.

mple of how you might use this formula in a table:

Task Status ‘
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Bard (Google

Bing Chat (Microsoft
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C & bardgoogle.com

Bard [Expecine

Bard Activity

FAQ

Help & support

portant than

for onger

eral weilbaing

I'm Bard, your creative and helpful collaborator. | have limitations and won't always get it

right, but your feedback will help me improve.

Not sure where to start? You can try:

Welcome to the new Bing

Your Al-powered copilot for the web

Ask complex questions Get batter answers % Get creative inspiration

“What are some mesls | can make for my
plcky todder who only eats orange-colored
food7

snd cons of the top 3
seling pet vecums?

space inthe voice of 8 prste”

Lets lear together. Al 50 and share
feedback 50 we can learn and improve!

K briefly tell me what you can do

Bard ma

accurate or offens

D1 Library

- or-

.. -y Chatsonic

Write a tweet from the CEO of Twitter introducing the new Twitter Blue subscription.

@ | (Writersonic

® B ~ ®» O
Introducing Twitter Blue! Our first-ever subscription offering that lets you customize your Twitter experience with
access fo exclusive features and perks. Try out our “Undo Tweet” button, a Nuzzel-like “Top Stories” feature, ad-free
articles, and more - all for just $2.99/month. Get your Tweet on and sign up for Twitter Blue now! #TwitterBlue

Create images of the most beautiful place in the world

Includ latest Google ¢

4 chat Today's imit 23

Current personality: Fitnass Trainer A
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Skyhigh Security SSE Customer Telemetry

650+

Shadow Services
Cloud Registry

1TB+

Data Uploaded

~30

High Risk Al Services

215M+

Total Connection
Requests




Sample Customer Data Overview

Year to Date

Services

service Sub-Category: Artificial Intelligence
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Allowed Denied
Risk Service Name Category Service Groupls) Users Upload Activities + Upload Data Inbound Diata Outbound Diata Requests Requests
6 OpenAl - ChatGPT 86.3 2386 BB49K 1,06
TAR - - - . -
5 B 6 26.6 GO 2
6 igence 13 48.8 834 164K 11
Permission Type
5 Artificial Incelligence 5 458 8 252 Mo 258wma 5190 8
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5 igence 29 202 2 10.8 6.7 3,535 4
Risk Type 6 igence 47 133 23 3.9 7. 2
) | 2 igence 66 12. 2,813 1
Service Usage
6 igence 87 76 M7 4
Service Status
6 igence 6 1 5.1 11 134 ]
Service Category - - - - P o a
gory | 2 EEnCe 36 Y 89m0 4549 0
Location 4 igence 18 3 6.3 mi z
Tag Type 6 gence 4 6. 4 o
5 igence 43 1 250 467 254 0
User/IP Address Type
5 igence 04 5 73 5.7 26 2,963 5
Data
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Al Services - Common Risks & Pain Points @

1. Lack of visibility and control -
Which Al services are being
used?. Without visibility you
cannot exercise any control
over these Al chatbots, which
means being blind to their
risks.

2. Protecting sensitive,
confidential, and business
critical data - Everyone wants
to use Al services, but at the

risk of losing proprietary and

TR e sensitive information?




How to Enable the benefits of Al Services rather than saying ®
HNOU

IR ome > TECH FORBES > BUSINESS
Amazon warns employees not to share confidential information with —

ChatGPT after seeing cases where its answer 'closely matches
existing material' from inside the company Samsung Bans ChatGl,)'I,‘ Among
Employees After Sensitive Code

EugeneKim Jan 25,2025,95 AM GMT 1 ICICHE
Leak
]SIt’g/fIE)errgsz,lrllJ (Sjtl;lgs%ecfl{lzig;:rts Companies are struggling to keep EE;EEZ ::e{l;irgb:f:zid tech policy stories at m
corporate secrets out of ChatGPT '
B A :
DDDDD N B R F @ Listen to article 3 minutes xﬂHjﬂ

® Listen to article 2 minutes

e S Updated May 2, 2023, 07:31am EDT
TopLINE JPMorgan Chase has restricted the use of ChatGPT by its staff, g V O 1 1 0 1 0 <

Bloomberg and the Telegraph reported, becoming the latest O 1 0 1 0 1 i &
)

organization to limit the use of OpenAT's chatbot in the workplace i ‘ j TopLINE Samsung Electronics has banned the use of ChatGPT and other
following the likes of Amazon and several U.S. universities. B, <E5 i 1 0 0 0 1 1

"\ 101111 £ Al-powered chatbots by its employees, Bloomberg reported, becoming
/ | ' thelatest company to crack down on the workplace use of Al services

amid concerns about sensitive internal information being leaked on such

12


https://www.forbes.com/sites/siladityaray/2023/05/02/samsung-bans-chatgpt-and-other-chatbots-for-employees-after-sensitive-code-leak/?sh=7102bc7d6078
https://www.axios.com/2023/03/10/chatgpt-ai-cybersecurity-secrets

How Skyhigh Security protects sensitive datain Al

Services?

1. Gain granular visibility and control into which Al
Chatbots are being used in the company from
managed devices

a. Which Al apps are available today

Cloud Registry

‘ Service Category: Artificial Intelligence

< Filters Views

Cloud Services

Service Category

> Media § Risk Service Name

> Project Management

5 [24]7.ai
Vv Artificial Intelligence
Artificial Intelli... = civekersanal
> e-Commerce 5 6 OpenAl - ChatGPT
* e 6 Bing New (Bing Chat)
> Cloud Storage
> Networking 4 Vidado (Formerly Captricity)
|7 Brevity Al
Risk Type 4 Lionbridge
High Risk & FROS
Low Risk 6 iFLYTEK Open Platform
Medium Risk

= Nowa lntoract
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Artificial Intelligence
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Artificial Intelligence
Artificial Intelligence
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Artificial Intelligence
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Artificial Intelligence
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Artificial Intelligence
Artificial Intelligence
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Artificial Intelligence
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Actificiol Intolliconca
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Medium Risk - EU GIL
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Save View

Enterprise Ready™




How Skyhigh Security protects sensitive datain Al
Services?

1. Gain granular visibility and control into which Al
Chatbots are being used in the company from
managed devices

a. Which Al apps are available today

b. Discover which Al Apps are being used by
which users T

) Skyhigh Security My Dashboard
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How Skyhigh Security protects sensitive datain Al
Services?

1. Gain granular visibility and control into which Al
Chatbots are being used in the company from
managed devices

a. Which Al apps are available today

b. Discover which Al Apps are being used by
which users

c. Know about the amount of data being
uploaded to each app

Do c L &=
Subcategory Sardoe Grouplish Users Data [ata Oata  Aeguess

SErI'J. EES :::] &l Dally Oata Ape 17 - T




How Skyhigh Security protects sensitive datain Al
Services?

1.

Gain granular visibility and control into which Al

Chatbots are being used in the company from
managed devices

d.

b.

Which Al apps are available today

Discover which Al Apps are being used by
which users

Know about the amount of data being
uploaded to each app

. Block risky Al Apps

Block some activities (login, upload) in
specific Al chatbots

Web Policy

Getting Started

Hybrid Policy
Set_Default_uUsername_and_Groups
Global Block

Global Bypass

Private_Access

HTTPS Scanning

Common Rules

Web Filtering

Content Inspection

Application Control
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How Skyhigh Security protects sensitive datain Al
Services?

1. Gain granular visibility and control into which Al
Chatbots are being used in the company from
managed devices

a.  Which Al apps are available today

b. Discover which Al Apps are being used by
which users

c.  Know about the amount of data being
uploaded to each app

d. Block risky Al Apps

e. Block some activities (login, upload) in
specific Al chatbots

2. Protect sensitive and confidential data from getting
leaked/exposed.

a. Coach users on the risks of using Al chatbots

Web Filtering Coach URLs

Add description

Smart Match Comment
htps://openai.com/

https://openai.com/blogichatgpt




How Skyhigh Security protects sensitive datain Al
Services?

1. Gain granular visibility and control into which Al
Chatbots are being used in the company from
managed devices

a.  Which Al Apps are available today

b. Discover which Al Apps are being used by

Dl

which users webble - o _ |

@ Scope DLF Policies individually,

c. Know about the amount of data being
uploaded tO eaCh app Global Downselection Settings

File types to exclude from Web DLP evaluation

d. Block risky Al Apps

Limit processing the files less than | 2pn MB

e. Block some activities (login, upload) in

specific Al Apps DLP Policies )
2. Protect sensitive and confidential data from !
getting leaked/exposed. Pil Governance Policy
a. Coach users on the risks of using Al Apps "
b. Apply DLP policies to allowed Al Apps v . r S um




How Skyhigh Security protects sensitive datain Al @
Services?

1. Gain granular visibility and control into which Al Chatbots are being
used in the company from managed devices

a.  Which Al Apps are available today
b.  Discover which Al Apps are being used by which users

G Skyhigh Security

c.  Know about the amount of data being uploaded to each app

; 5 In this demo, you will see how your ! lok
d.  Blockrisky Al Apps th S ) NG filte
E | organization ce?n use Skyhl.gl.'l .S_ecure Web . i
e.  Block some activities (login, upload) in specific Al Apps Gateway to gain granular visibility and
In control over generative Al tools and protect .
2.  Protect sensitive and confidential data from getting your sensitive and confidential data from
leaked/exposed. being leaked or exposed.

Sc
a. Coach users on the risks of using Al Apps Yo
rul
b. Apply DLP policies to allowed Al Apps co
Lo
c. Force Disable Chat History and Training Gr
sel
d. Disable copy from Clipboard .
sp
ne Iitial setup. You can create to

e. Limit the amount of data uploads Force e o R e T ] T

https://www.skyhighsecurity.com/about/resources/demos/skyhigh-web-gateway-

f. Prevent sharing of Conversation History interactive-demo-for-ai-applications.html#demo-anchor

* Available via Custom Rule Set —coming soon within
proaduct


https://www.skyhighsecurity.com/about/resources/demos/skyhigh-web-gateway-interactive-demo-for-ai-applications.html#demo-anchor

Skyhigh SSE Hands-On Workshop
Join us in our next 3 hour SSE Hands-On Workshop and setup and try Skyhigh yourself:

Join Skyhigh Security for our interactive SSE Hands-On Workshops - .
created specifically for technology specialists and customers with existing REngter here:
experience in our Web Gateway solution to get to know our cloud-based

SSE solution through a unique experience. https://www.skyhighsecurity.com/sse-virtual-workshop

In this three-hour workshop, you will learn the following technologies in
your own provisioned account under the guidance of Skyhigh System
Engineers, and will be able to try out the following solutions and
capabilities:

Secure Web Gateway (SWG)

Configure web policies from the cloud.

Cloud Application Control (CASB)

Control access to and activities in cloud services from a comprehensive
cloud registry.

:
|
-

Remote Browser Isolation (RBI)
Allow access to unknown or potentially dangerous websites without
exposing your client to malicious code.

Data Loss Prevention (DLP)
Prevent improper storage and/or transmission of sensitive information.

Private Access (ZTNA)

Allow secure access to internal corporate resources without the need for
a VPN client.

20



https://www.skyhighsecurity.com/sse-virtual-workshop

Thank Youl!


https://www.skyhighsecurity.com/en-us/index.html
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