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"By 2025, more than 90% of enterprise cloud
infrastructure and platform environments will
be based on a CIPS [cloud infrastructure and
platform services] offering from one of the
top four public cloud hyperscale providers, up
from 75% to 80% in 2021.” - Gartner®
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in enterprises in 2
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ec.europa.eu/eurostatil

*Poland: data temporarily not available. As a result, the EU aggregate has been estimated.
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Use of cloud computing services in EU enterprises in 2021, by type of service

(% of enterprises using the cloud) Computing

platform for
app development, testing
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What do

E-mail EU enterprises use
cloud computing
services for?

68% @

Security software

Storage of files Office software

Computing
@ power for ERP*** software
enterprise’s
own software

l,

o

CRM** software
@ applications

Financial or enterprise's

accounting database(s)
software

Hosting the

ec.europa.eu/eurostati




COMGUACD

Attack Surface
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Weboveé aplikace = casty cil atocniku

» Jsou vzdy pristupne z internetu Webovych aplikaci je v priméru

- PouZivaji se zname platformy hacknuto kazdy den (2022)

« Webove servery - vyborné zdroje aktiv 629%

» Existuje propojeni s dalsimi systemy Webovych aplikaci obsahuje
kritickou zranitelnost (2022)

SQL Injection

NejcCastéjsi vyuzivané zranitelnosti
ve WordPress Plugins
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Discover and Identify
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Cloud Risk Complete /
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Vulnerability Orchestration &
Management Automation
NSIGHTVM INSIGHTCONNECT

Services

Expart Max
Consul

nagod &
ing Serviges

STRONG PERFORMER VISIONARY
Cloud Workload Security, Q1 2022

CUSTOMERS' CHOICE LEADER
AppSec Magic Quadrant 2021, 2022 Peer Insights Vuln. Assessment, 2020 VRM Wave, Q4 2019

FORRESTER Gartner Gartner FORRESTER
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insightCloudSec

« Identity and Access Management
» Cloud vulnerability management ereomte

« Misconfiguration and data breach Aty XDR & SIEM
p reve n ti O n INSIGHTAPPSEC
>
 Infrastructure as a Code @ RAPIDY) S
. \ Vulnerability INSIGHT PLATFORM Threat =
- Governance, risk management, ol Imaigence 5
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Services Orchestration &
Expert Managed & Automation
Consulting Services
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Compliance Heatmap

Compliance Heatmap as of March 14, 2023 1254 PM V™0
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Open to world Open to world Open to world
. Infrastructure 001 ‘ Infrastructure R ‘ Infrastructure e
Application m Application Web App Application KSLZ“‘Q“JSF.Tﬁii’?lﬁy
aﬁw" Environment m aﬁw" Environment Production aﬁ“ﬂ Environment Production
e Cloud Identity ” e Cloud Identity ” e Cloud Identity Admin

Risl_(: N/A _ Risk: Medium Risk: High
Action: Notify Action: Escalate Action: Automate
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insightAppSec

- Dynamicka analyza webové aplikace (DAST)
. Detekce logickych chyb a chyb validace vstupu

» Identifikuje nékolik druhu zranltelnostl z Rapid7/
knihovny - obsahuje 101 Gtoku — ‘

« Automatizované testovani
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ulnerabilities by Severity Vulnerabilities by CVSS
Score

of your vulnerabilities are Critical
a CVSS score

* Vulnerability management on-premise v ‘
kombinaci s cloud

 \/yuziva agenta na koncovych strojich

Real risk skore - prioritizace nalezenych
zranitelnosti

Asset Management - informace op
nejzranitelnejsich strojich -

Remediation Projects
Propojeni s Metasploit
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Jednorazovy sken Vulnerability
zranitelnosti Management

Reakce na Zero-Day

Jednorazovy

Chybegjici vyvoj ve

Prioritizace assetu
Rizeni oprav
Neustaly prehled o

CHUCEC]]

Pravidelné skeny
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Security Intelligence
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Vulnerability Orchestration &
Management Automation
NSIGHTVM INSIGHTCONNECT

Services

Expert Managed &
Consulting Serviges
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cyber security masters

Dekujeme
Zza pozornost!
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